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Abstract: This paper presents a Quantum encryption technique which is built by adopting Haar Integer Wavelet Transform
(HIWT), RC6 (Rivest Cipher) block cipher and DNA (deoxyribonucleic acid) sequences. A Unified Chaotic Logistic Tent
Map (ULTM) has been employed in the permutation phase to produce the pseudo-random sequence for shuffling the RGB
planes of the Quantum represented source image in spatial and transform domains. HIWT is adapted to extract various
subband information from the Quantum represented source image. Then RC6 block cipher encryption is used to encrypt LL
subband which contains an informative part of an image. Further, it is encoded based on the DNA sequence order and
performed DNA-XNOR operation. The proposed encryption algorithm is implemented using Novel Enhanced Quantum
Image Representation (NEQR) on various test images with statistical and differential attack analyses. This technique yields
average entropy of 7.992, correlations of horizontal -0.000043, vertical 0.00002, diagonal -0.02204 and a larger keyspace
of 10?* respectively. By various analyses, it has confirmed the significant immune level of the Quantum cryptosystem.

Keywords: NEQR, Haar IWT; RC6; DNA; Combined chaotic maps; Image encryption; FPGA- reconfigurable hardware.

1 Introduction

The public network systems have been rapidly elaborated
by increasing the speed of data communication, by
processing information which becomes significant attention
for cyber-attacks. Quantum image encryption has
captivated considerable attention from both scientists and
engineers in the last couple of years [1-17]. Quantum
computation has become an innovative tool for meeting
with real-time computational requirements [18-23].
Quantum image encryption intends to carry out the tasks
that are not achieved or intractable with conventional image
encryption. Digital data transmission through an open
medium attains an enormous demand for security and
privacy. Among all other multimedia objects, digital
images were used for information sharing due to their bulk
data capacity [1]. Encryption is the efficient technique
which is adapted for securing the images. Conventional
encryption algorithms are not appropriate for digital colour
images because of their weak correlation and more rounds
of operation. Hence an effective image encryption
algorithm is needed to protect it. The approach of chaos
theory in image encryption gained a significant role due to
its ergodicity, stochasticity and haphazardness properties
[2]. Chaotic maps play a curial role in random number
generation, which directly influences the encryption
process. It can be a multi-dimensional mathematical model
which requires an initial condition and seeds to trigger it.
The keyspace of the cryptosystem has been improved by
cascading more number of 1D chaotic maps [3].

Pak and Huang proposed a combined chaotic scheme for
RGB colour image encryption where chaotic logistic, sine
and Chebyshev maps are used. The chaoticity of the newly
generated chaotic map has been evidenced through the
bifurcation diagram and Lyapunov exponent. Further, this
is carried out in three states such as permutation, diffusion
and linear transformation. This work is evaluated using
statistical, differential and error metric analyses where the
encryption time has not been discussed [4]. Assad and
Farajallah suggested an encryption technique through bit-
level permutation followed by pixel level diffusion in
which a modified 2D cat map has been used for the
permutation process. This method takes 8.38 mS to perform
encryption where entropy, correlation and histogram
analyses have been conducted to witness it [5]. Zhou et al.
experimented image encryption through combined chaotic
maps which take logistic, sine and tent chaotic systems
merged to form a new map. To perform encryption, the
original image is separated for rows, and 1D substitution
has been performed using a combined chaotic system who’s
chaotic behaviour is evaluated through the bifurcation
diagram and Lyapunov exponent. This method requires
four rounds of operation to achieve proper encryption [6].

Heterogeneous bit permutation technique is introduced
by Wang and Zhang, in which the colour image encryption
uses the chaotic sequences of correlated chaos. The initial
parameters of chaos have been generated through SHA —
256, which enhances security. Further, key sensitivity,
differential attack and NIST tests analyses have been
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performed to ensure the strength of encryption [7]. Wang et
al. [8] propose a technique where confusion, diffusion, and
2D logistic maps are used to form random sequence
matrices. These matrices permutated the pixel values of
colour images where XOR operation is employed in each
round to produce cipher image. However, the number of
rounds of operation for this encryption has not been
reported. Liu and Wang proposed RGB image encryption
with Piece-Wise Linear Chaotic Map (PWLCM) and Chen
chaotic system. A colour image has been decomposed into
its gray levels and converted as matrices. The generated
random sequences by PWLCM are used for scrambling,
whereas diffusion is performed using XOR function with
the chaotic sequences produced by Chen chaotic system

[9].

Murillo — Escobar et al., proposed fast RGB image
encryption using the 1D logistic map with optimized
distribution to lessen the time complexity. Permutation and
substitution processes have been carried out through
chaotic sequences which are produced by the logistic map
to accomplish the encryption [10]. Patidar ef al., developed
an image scheme which is equivalent to the existing PPS09
cryptosystem through chaotic standards and logistic map.
This work mainly focuses on the solutions for chosen plain
and known-plaintext attacks analyses [11]. Other than 1D
chaotic maps and hyperchaos also introduced in image
encryption through which keyspace and randomness of
encryption were increased [12-14]. In chaos system
attractors are also a classification of three or four-
dimensional chaotic maps with more number of control
parameters to enhance the security [15-17].

By the advancement of technology, the process of
encryption based on DNA computation has drilled into
various fields. Chaotic maps are combined with other
techniques such as DNA to enhance security. One such
work is illustrated by Wu et al., in which DNA encoding
with chaotic maps plays a crucial role. In these three
different chaotic maps are adopted for generating random
sequences where DNA addition and XOR operations have
been performed to form cipher image [24]. Though this
work yields acceptable correlation, the entropy of cipher
images needs to be further improved. Jiahui Wu et al.
suggested an image encryption technique for a grayscale
based on DNA approach by 2D-HSM secrete key and
achieve entropy of 7.9976 and keyspace of 107112. And
stated by utilizing DNA technique, the encryption
technique improves the computing efficiency [25]. Rasul
Enayatifar et al. proposes a permutation and diffusion based
on DNA sequence and image indexes by employing DNA
sequence provides the algorithm more power to oppose
various attacks with entropy 7.999 [26].

Xiuli Chai et al. suggested a cryptosystem based on
DNA for the colour image by intra-inter permutation. For
generating a random key 4D hyperchaotic map is used,
which has better performance to resist attacks [27]. Aqueel

et al. suggested an inter-intra substitution for the pixels by
DNA sequence for reducing the redundancy of the
algorithm. To generate the random, secrete key logistic
map, PWLC map, are adopted for operating the encryption
algorithm and achieved entropy of 7.9973 [28]. A DNA
based colour image encryption is suggested by Xiangjun
Wau et al. using the NCA map. To enhance security, DNA
addition, subtraction, XOR techniques were used in this
cryptosystem [29]. Dhivya et al. suggested work on
securing medical image by DNA blend chaos, where
permutation encoding, and substitution is performed to
achieve an encrypted image in the spatial domain [30].
Mengmeng Guan et al. suggested image encryption on
frequency domain by DNA and hyperchaos for its
unprecedented advantages and achieved entropy of 7.9923
[31].

Likewise, many DNA based cryptosystem has been
intended for image encryption for its high performance,
extensive parallelism, large storage, etc. and implemented
on the spatial domain. Comparing the frequency domain
(FD) with the spatial domain (SD), the FD is steadier and
high immune to tamper than SD. In time FD, there are
several wavelets renders lossless decryption and suppress
floating-point values by indicating integer to integer values.
To intensify the security level for the encryption algorithm,
both the spatial and frequency domains have been adopted
[32-41].

Therefore, the outstanding performance of the chaos-
DNA approach has influenced to utilize in the proposed
encryption method for the dual domain. The proposed
method presents a unique duo scrambling on spatial and
transforms the domain approach for the image encryption
scheme. The digital colour image provides enormous
amounts of information and contains integral pixel values,
which are directly mapped as integers for HIWT without
incorporating any truncation or rounding error. Hence
HIWT is chosen in this proposed scheme where two-
dimensional HIWT fragments the image into LL, LH, HL,
HH subband coefficients.

To randomize the data distribution, chaotic map-based
data and pixel selection algorithms have been used before
the HIWT. An RC6 block encryption algorithm is
employed to encrypt the LL sub-band. Additional, it is
encoded by DNA rule 1 and DNA XNOR operation is
performed. The other subbands LH, HL, HH, are
permutated each by row and column-wise with the
developed ULTM key.

Feynman in 90s introduces Quantum principle
operating computers, which allow dissimilar likely inputs
which obey coherence and superposition principle.
Quantum image encryption is consummated through the
properties of quantum mechanics such as the quantum no-
cloning theorem and the Heisenberg uncertainty principle
which can effectively reduce calculation complexity, speed
up processing tasks and secure information transmission
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[42].

Quantum encryption is well known to the promise of
virtually unbreakable encryption. In order to effectively
compile quantum image, a variety of illustration models
have been springing up to tackle images in equivalent
quantum representations [43]. Qubit Lattice Representation
which stores the gray information by transforming the
frequency of electromagnetic waves to quantum states,
Entangled image, Real Ket representation to encode
quantum image by using quantum states and coefficients,
Flexible Representation of Quantum Image(FRQI) which
requires only 2n+1 qubits [44,45]. When encoding an
image, Multi-Channel Quantum Image Representation
(MCQIR), log-polar and Novel Enhanced Quantum
Representation (NEQR) which requires more qubits,
grayscale information is stored in a sequence of qubits.

The significant contributions of this work are as follows,

1. Quantum cryptosystem has been implemented
using NEQR format with dual confusions in
spatial as well as in transform domains

2. A combined chaotic map is developed, and
random sequences were generated with different
seeds and initial conditions

3. HIWT has been adopted for subbands
classification which is free from round-off errors

4. Lightweight block encryption algorithm such as
RC6 has been utilized for diffusion which
improves the sensitivity of the encryption scheme

5. A DNA encoding along with DNA-XNOR
technique has been operated, which requires only
one round of operation to yield more reliable
security.

2 Preliminary

2.1 Novel Enhanced Quantum Representation
(NEOR)

It is used to symbolize the equivalent quantum image
format representation of classical image input. This method
utilizes the qubit sequence which is entangled to
accumulate the pixel and its position values [46]. The
primary benefit of using this representation is that it reveals
a sharp quadratic drop. q+2n qubits are required to handle
images of size 2" x 2" as in Figs 1-3.

2n—120—1

W)= . D 180N @ M)

M=0 N=0

Where g(M, N) represents the conventional image pixel
values and g(M, N)€ [0, 29-1].

I1y =3 1255)®00)+|125)®|01)+/0)®
|10)+]200)®|[11)

1y :é [11111111)®|00)+[01111101) ®|01)+
|00000000) ®|10)+|11001000)®|11)

Fig. 1.a NEQR representation of a 2 x 2 grayscale image.

2.2 SWAP gate

It swaps the two-qubit states. The swap gate is prepared
using three CNOT gates. The sequence is as follows. The
inputs are |A), |B). The output of the first CNOT gate is |A,
A@B). This is given to the second CNOT gate (Fig 2) and
the output of the second CNOT gate is |AD(ADB), ADB)
= |B, A@B). The output of third CNOT gate is |B, BD
(A®B)) = B, A).

A'=B

A X

B A B'=A
Fig. 2: Representation of SWAP gate.

2.3 CONTROLLED NOT gate

The wire-level representation of Controlled NOT gate is
shown in Fig 3. In the diagram, control qubit and target
qubit acts as inputs. The circuit representation of the CNOT
gate is shown in figure 2. The topmost line represents the
control qubit, while the bottom line represents the target
qubit. The act of the gate is described as follows. The
control bit decides the target output either to flip or to
remain in the same state.

A)

A)

1B) D B @ A)

Fig. 3. Wire representation of Controlled NOT gate.

2.3 DNA

A deoxyribonucleic acid (DNA) sequence has been widely
used in numerous fields for its extensive parallelism,
unique storage capacity, data processing range, low power
dissipation. There is nucleic acid present in DNA they are
adenine, cytosine, guanine and thymine. These are
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complementary base pairing in which, A bond with 7"and C
bond with G follows the principle of Watson—Crick.
Meanwhile, in the binary system 0 and 1; 00 and 11; 01 and
10 are a complement to one another [38].

For illustration, an 8-bit grayscale image can be
encoded by DNA base orders. A pixel value is 10000101 is
encoded as GACC by rule 1 as per Table 1. A DNA XNOR
sequence in Table 2 is performed in this proposed
algorithm.

Table 1: DNA sequencing.

1 A-00 T-11 C- 01 G-10
2 A-00 T-11 C-10 G-01
3 A-11 T-00 C-10 G-01
4 A-11 T-00 C-01 G-10
5 A-10 T-01 C-00 G-11
6 A-01 T-10 C-00 G-11
7 A-10 T-01 C-11 G-00
8 A-01 T-10 C-11 G-00

Table 2: DNA XNOR Rule.

XNOR |00 |11 |01 |10
00 11 {00 |10 |00
11 00 (11 |00 |10
01 10 |00 |11 |00
10 00 (10 (00 |11

2.4 Haar Integer Wavelet Transform

HIWT is one of the fascinating transformation methods that
transform the data from a spatial to the frequency domain.
It possesses an energy compaction property that has been
widely applied to resolve the signal and image processing
problems [40],[41]. The lifting schemes are employed to
perform IWT, which manipulates the matrices using the
process of averaging and differencing. The two-
dimensional transformation is done by applying the lifting
scheme sequentially to the image’s rows as well as
columns, as shown in Fig. 4.

. L LL |HL
H LH | HH
(@ (b) ©

Fig. 4: (a) Input image with size M x N, (b) First level
decomposition and (c) Second level decomposition.

Where, HH-vertical and horizontal high pass, HL-
vertical low pass and horizontal high pass, LH- vertical
high pass and horizontal low pass and LL-vertical and

horizontal low pass. Eq. 1 and 2 are used to obtain the 2D
integer wavelet transform.

Decomposition in 1D and 2D are given as follows:
Hi=Po—Pe
Li =P+ (H/2 ()
Here, Po = 0dd column pixels
Pe = even column pixels
H od4a= odd row Hi
L oda = odd row of Ls
H even= even row of Hi

L oada =even row of L

LHi =L odd - Leven

LLi =L even + [LH /2] 2)
HHi =H odd - Heven
HL: =H even + [HH/ 2]

2.5 Unified Chaotic Logistic Tent Map (ULTM)

ULTM is procured from two 1D chaotic maps, i.e. logistic
and tent maps. Both the maps are simultaneously driven
using the initial values and optimal control parameters to
enhance the randomness. The chaotic maps are very
sensitive to minimal changes in the control parameter and
initial value, which produce an extensive, unpredictable
sequence. To further enhance the randomness and to extend
the seed length, a combination of both the maps has been
proposed. On combining the seed maps, a multistage
expansion in the chaotic range of the proposed system is
observed when compared to its seed maps by performing
bifurcation analysis and its stability was verified through
bifurcation and Lyapunov analysis (Figs. 5-7). The
mathematical expressions relating to the logistic map, tent
map and the proposed ULTM map is expressed below.

Logistic Map: It is a 1-dimensional chaotic map which is
defined as eq. 3 [8].

P(n+1) =Il(P(n),r) =r=*Pn)=* (1 — P(n))
0<Py<1 3)
Tent Map: The chaotic tent map is defined as eq.4 [24].
P(n+ 1) = t(P(n),u)

P(n)
u * 0<P(n)<0.5
=1 Z )
(1-P(n))
Us=——"—" 0.5<Pm) <1
Unified Logistic Tent
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P(n + 1) = tI(P(n), r,u)

mod ((r * P(n) * (1 - P(n))) + (u * @) , 1) 0 <P(n) <0.5
mod((r * P(n) * (1 - P(n))) + (u *

1_;(n)>,1> 05 < P) <1

Microsoft word has been used widely in writing scientific
Where P(n) denotes the current value, r denotes the logistic
map control parameter, and u denotes the control parameter
for tent map. The initial condition values are r=3.49,
p(n)=0.1 and u=0.585 for logistic and tent map
respectively. The control parameters can lie in the range of

1(0,4); p(m)=(0,1);u=(0,4).
3 Proposed Methodology

Fig. 8 represents the block illustration of the proposed

logistic map (i.r) plot

1

09

o8

o7

08

05

04

03

02

01

0

0 500 1000 1500 2000 2500 3000 3500 4000 4500 S000

(@)

Bifurcation diagram of the logistic map

(b)

transformation stage, diffusion stage and inverse encryption
scheme. This algorithm comprises of four stages for
encrypting the M X N image, i.e. permutation stage,
transformation stage. Fig 9 represents an example of DNA
encoded based upon rule 1, DNA-XNOR operation, further
DNA decoded to achieve a final encrypted LL sub-band.

During the permutation stage, ULTM based pseudo-random
sequences are used to permute the depiction according to
row, column and block-wise respectively. In the
transformation stage, Integer wavelet transform generates
the wavelet coefficient from the permutated image. In the
diffusion stage, RC6 block cipher encryption algorithm and
DNA-XNOR is employed to encrypt the LL coefficient.
Moreover, confusion in HH, HL and LH coefficients itself
provides diffusion. The encryption algorithm is given
below:

Iyapunov plot - logistic map

©

Flg 5: Logistic Map (a) Randomness plot, (b) Bifurcation representatlon and (c) Representation of Lyapunov exponent.

tent map (i,t) plot

]
0 02 04 05 OB

(@)

(®)

Iyapunay piot - Tant Map

03f

Iyapunoy exponent

4 08 08 1 12 14 18 18 2
control parameter

©

Fig. 6: Tent Map (a) Randomness plot, (b) Bifurcation dlagram and (c) Lyapunov exponent

tent logistic map plot(ir)

(a)

Biturcation diagram of logitic tent map

_Iyspumay plot - Logiatic Tant Map

yapuroy eponen

Fig. 7: Unified Logistic Tent Map (a) Randomness plot, (b) Bifurcation diagram and (c¢) Lyapunov exponent.
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NEQR
L 1
RGB Plane Separation I-— —-n ﬂ #
Transformation
S—— Seeds Ieétial Conditions : . through HIWT
e l ' | Row Permutation | '
Unified Chaotic Logistic Tent ! .
Map Column Permutation LL | LH | HL | HH
— e S S G
1 1
--------------- 1
NEUR I :
RC6 Block Encryption Algorithm / '
1 L ! 2 !
prlozoestomoee | [omremen]
: I DNA sequence Encoder I : : '
| ' 1 Transform Domain Permutation Unit ]
:I DNA sequence XNOR I: rccqecpeapaa=d
I I
: I DNA sequence Decoder I : N ECIR
| g g —— =
. Inverse HIWT
Fig. 8: Representation of the Quantum encryption scheme.
ULTM- Key1 Binary conversion Encoded key
142 |75 10001110 | 10010110 P
" 11011110 | 10120100 | | e
110 180
116 GTCA GCTT TAGC 10011111 11001001
TGAT GATA 11100011 10001100
238 | 160 11101110 | 10100000 TGTG | GGAA
|- * DA XNOR rule
193 | 199 11000001 | 11000111 TAAC | TACT
: 159 | 201
Pre -ancryptod Binary conversion Encodedimage
unit-LL 227 | 140

Final encrypted -LL

Fig. 9: Block diagram of the DNA encoding and an XNOR operation with ULTM key.

3.1 Encryption Procedure

BMP colour image named P of dimension 256 x 256 x 3 is
taken as input and produces a cipher image named C by
performing the following steps.

Step 1: Image is separated into R, G & B planes and NEQR
format is applied to each plane in-order to attain the

Quantum representation of the classical image.

Step 2: Pseudo-random numbers are generated by the
combined chaotic scheme, i.e. ULTM

Step 3: Row and column permutation have been performed
individually using values generate in step 2

Step 4: Permuted RGB planes are divided into 8 x 8 blocks.
Step 5: HIWT is applied to each 8 x 8 blocks to generate

LL, LH, HL and HH subbands.

Step 6: Row permutation is performed on LH, HL & HH to
generate HL*, LH* & HH*.

Step 7: Column permutation is performed on LH*, HL*,
HH* to generate HL”, LH” & HH”

Step 8: Key sequence K of 128 bit is generated using
combined chaotic scheme — ULTM.

Step 9: Pre-encryption is carried over the LL band using
the generated key sequence K to drive the RC6 block cipher

Step 10: Then it is encoded based on DNA rule 1 and
performed a DNA-XNOR operation to enhance LL-
encrypted image. DNA — XNOR is performed using CNOT
and Cswap gates, respectively.

Step 11: Apply inverse HIWT on the subband coefficients

© 2020 NSP
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to obtain final cipher image C.

Step 12: To perform decryption, the reverse process of

encryption has been carried out.

Fig 10 and 11 provide the wire diagram illustration of the
encryption and decryption algorithms, respectively.

4 Experimental Results

HIWT image encryption technique is implemented using
MATLAB R2016b. The feasibility and effectiveness of the

[

16} jx-di

2
167 jx-i)1

163 jx-i

167 jx-di

167 jx-di

168 jx-di

167 jx-di

1X1)
1viy

Bit-plane shuffle ~ Key

projected encryption algorithm is assessed by different
security metrics such as correlation, information entropy
and key sensitivity analysis. The original and cipher images
are depicted in Fig. 12 (a, ¢) and 13 (a, c).

4.1 Uniform Histogram Analysis Estimation

The histogram representation of the original image and its
corresponding cipher image are depicted in Fig. 12 (b, d)
and Fig. 13 (b, d). By the results, it proves that unlike the
original image, encrypted image possesses uniform sharing
attribute, which is robust towards various attacks.
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Fig. 10: Wire diagram of the sub section of the proposed encryption architecture.
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Fig. 11: Wire diagram of the subsection of proposed decryption architecture.
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4.2 Estimation of Correlation Analysis

To evaluate the correlation among neighbouring pixels, the
subsequent performance tests are initiated. In the first level,
10000 adjacent pixel pairs of X, Y and Z axis pixels are
selected arbitrarily from both original and cipher images.
The analysis for the selected pairs is calculated as given in
Eq. 6to 9.

N

1
E(x) =Nzlxi ©)

N

1

D=5 Y - E@P @)

i=0
Conv (x,y) = NZ CE@I—EQ)]  (8)

conv(x,y)

= 9
ST WiTe)) ®

x and y describe the neighbouring pixel values in the
selected image and N represents the total pixel count that
are arbitrarily selected. Estimated values are given in Table
3.

Table 3 confirms that derived coefficient values for these
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standard test images are insignificant and confirms non-

correlation between the original image and its equivalent
encrypted image. Therefore, this algorithm is robust against
various statistical attacks.

4.3 Estimation of Entropies

It is a standard metric to calculate the unpredictability of
data [39]. In the case of images, the encryption algorithm
decreases mutual data amidst pixels, increasing the entropy
rate. A covert system must satisfy the information entropy
test to establish that the encrypted value is uncorrelated to
the original.

M-1

Hom = ) AGmiog, 50— (10)

A (mi) represents the possible symbol occurrence.

Global entropy alone cannot represent the randomness
of the original images under study. In order to estimate
complete randomness of the entire image, local entropy was
introduced which divides the images into non-intersecting
blocks and estimates entropy. For the significance level of
0.05, the accepted local entropy should lie in the range
(7.901, 7.903). It can be estimated using the following
formula
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Flg 12: (a) Or1g1na1 Lena, (b) histogram (RGB) of (a), (¢) encrypted image (a), (d) histogram (RGB) of (C).
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Fig. 13: (a) Original baboon, (b) histogram (RGB) of (a), (c¢) encrypted image (a), (d) histogram (RGB) of (c).
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Table 8: Encryption time of the proposed algorithm at various level.

Image 15t level of row DNA decoding 2™ Jevel of row complete encryption
column permutation | (sec) column permutation | (sec)
(sec) (sec)

Cameraman 0.336739 sec 0.366370 sec 12.286355 sec 12.902445 sec

Girl 0.329240 0.375753 12.699364 13.060341

House 0.340660 0.369280 12.721590 13.369479

Lena 0.339363 0.367769 12.684791 13.898037 sec

Pepper 0.329694 0.365034 12.760663 12.974514

Splash 0.338686 0.372626 12.757800 13.053205

Table 8 provides the encryption time taken by the proposed 157(2017).

algorithm at various stages of encryption.

6 Conclusion

This work has presented a Quantum novel encryption
algorithm intended for the colour image by utilizing in the
duo domain by HIWT, UTLM, RC6 block cipher, and
DNA-XNOR techniques. The UTLM is developed to
enhance the keyspace and to enlarge the range of
unpredictable secret key. The sturdiness of the algorithm is
validated by analyzing various security metrics with the
existing encryption schemes and proved that the proposed
system is more prominent and secure with less computation
time. Future work will be on developing chaos influenced
DNA based image encryption scheme in transform domain
for medical data security.
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