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ABSTRACT 

 

Steganography is one of the most important tools in the data security field as there is a huge 

amount of data transferred each moment over the internet. Hiding secret messages in an image has 

been widely used because the images are mostly used in social media applications. The proposed 

algorithm is a simple algorithm for hiding an image in another image. The proposed technique 

uses QR factorization to conceal the secret image. The technique successfully hid a gray and color 

image in another one and the performance of the algorithm was measured by PSNR, SSIM and 

NCC. The PSNR for the cover image was in the range of 41 to 51 dB. DWT was added to 

increase the security of the method and this enhanced technique increased the cover PSNR to 48 

t0 56 dB. The SSIM is 100% and the NCC is 1 for both implementations. Which improves that 

the imperceptibility of the algorithm is very high. The comparative analysis showed that the 

performance of the algorithm is better than other state-of-the-art algorithms. 
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1. INTRODUCTION 

Nowadays, digital steganography has 

become an important tool for hiding digital 

data and keep it secured during 

transmission. Steganography applications 

are used for medical, military and financial 

purposes. Steganography is defined as the 

art of hiding or concealing. There are three 

main components in digital steganography 

system, the secret object, the cover object 

and the hiding algorithm. The secret object 

is the secret message that needs to be 

secured. The cover object is the carrier for 

the secret data where the secret data is 

embedded. Last, the hiding algorithm is the 

procedure or technique applied to conceal 

the secret object in the cover object and this 

phase results in a stego-object [1]. 

Both the secret and the cover objects in 

digital steganography system can be of 

different types such as binary data, text, 

image, audio or video. 

Images are widely used in social media 

applications Facebook, Instagram, Pinterest, 

… etc. Secret data can be embedded in an 

image file and this is called image 

steganography. 

Image steganography techniques are 

evaluated by different metrics. The first one 

is the hiding capacity which means the 

maximum amount of secret data that can be 

embedded in the cover object. The second 

metric is the visual quality or the similarity 

between the original cover image and the 

produced stego-image. “Security” is the 

third metric, it means the resistance of the 

stego-image against different attacks [2].  

There are two types of image 

steganography methods, spatial-domain 

methods and transform-domain methods. 

The spatial-domain methods are directly 

deal with the image pixels to conceal the 

secret data, while in the transform-domain 

methods the cover image is firstly converted 

to another form before embedding the secret 

data [2].    

The main advantages of the spatial-

domain methods that they are simple in 

implementation, deal with pixels directly, 

take less computational time and achieve 

high hiding capacity and high visual quality. 

 The main problems for spatial-domain 

methods are high detectability and 

vulnerability against geometric attacks. 

Transform-domain methods are 

complex, deal with the transformed 

coefficients of the image, have limited 

hiding-capacity but they are more robust 

against attacks [2]. 

There are different techniques for hiding 

in image in the spatial-domain, Least 

Significant Bit (LSB) methods [3], Pixel 

Value Difference (PVD) based methods[4], 

Exploiting Modification Direction (EMD) 

based method [5], Multi-Base Notation 

System (MBNS) based methods [6], Pixel 

Pair Matching (PPM) based methods [7], 

Gray Level Modification (GLM) based 

methods [8], Pixel Value Prediction (PVP) 

based methods [9], histogram-based 

methods [10], edge-based methods [11], 

mapping-based methods [12] and color 

model-based methods[13]. 

Recent steganography algorithms also 

used different types of matrix decomposition 
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to enhance the robustness of the 

steganography algorithms. There are 

different types of matrix decomposition 

techniques, such as Singular Value 

Decomposition (SVD), QR factorization, 

Lower-Upper (LU) factorization, and Schur 

decomposition. These techniques are used 

along with transform-domain techniques to 

enhance the algorithm. 

In this paper, a new image 

steganography algorithm is suggested. The 

algorithm has been implemented in two 

ways. First, an algorithm was implemented 

which depends on QR factorization to hide a 

grayscale image in a color image. Then, the 

same algorithm was implemented using QR 

factorization and Discrete Wavelet 

Transform (DWT). 

The rest of the paper is organized as 

follows; section 2 is a review of some image 

steganography techniques. Section 3- 

presents the proposed method and 

algorithms in detail. Section 4, contains the 

performance criteria and results. Section 5- 

concludes the paper. 

 

2. RELATED WORK 

This is a review section for some recent 

image steganography algorithms. 

Kamaldeep et al. [14] proposed a 

method of image hiding, which hid the 

information in a selected pixel and on the 

next value of the selected pixel. A 

mathematical function was applied on the 

7th bit of the pixels, that generated a 

temporary variable (pixel + 1). The 7th bit of 

the selected pixel and the 7th bit of pixel + 1 

were used for hiding and extracting 

information. The performance of the method 

was checked using PSNR and MSE and then 

compared to other proposed techniques. This 

proposed image steganography showed 

interesting, promising results when 

compared to other existing techniques. 

In [15] another image steganography 

algorithm was proposed. The proposed 

algorithm used the Most Significant Bit 

(MSB) of randomly selected pixels to 

increase the capacity and the security of the 

hidden data. Two phases are performed to 

hide the secret message. In the first phase, 

the channels for hiding were decided. In the 

second phase, the number of bits to be 

hidden was decided. The performance of the 

method was measured by the Peak Signal to 

Noise Ratio (PSNR) and the Structural 

Similarity Index Measure (SSIM). The 

results showed that the proposed method has 

achieved the highest capacity among all 

existing methods without any distortion in 

the image.  

Firas A. Jassim [16] proposed a 

steganography algorithm for hiding a text 

message in an image. The secret message 

was hidden inside the cover image using 

Five Modulus Method. The model consists 

of transforming all the pixels within the 55 

window size into its corresponding multiples 

of 5. Then, the secret message is hidden 

inside the 55 window as a non-multiples of 

5. As the modulus of non-multiples of 5 are 

1,2,3 and 4, therefore; if the reminder is one 

of these, then this pixel represents a secret 

character. The advantage of this algorithm 

was to keep the size of the cover image 

constant while the secret message increased 

in size. PSNR was measured for each of the 

images tested. Based on the PSNR value of 

each image, the stego-image has a high 

PSNR value. This new steganography 
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algorithm was very efficient to hide the data 

inside the image. 

As the LSB is the most popular 

technique in image steganography, Ahmed 

and Ahmed [17] proposed an LSB-based 

image steganography algorithm. The 

algorithm proposed two layers of encryption 

and hiding stages. First, the message was 

encrypted by using a secret key that was 

extracted from MSB and double XOR 

operations using binary representation. 

Then, an encrypted stream of bits was 

hidden into the cover image using the LSB 

technique. The quality of the proposed 

method was measured by Mean Square 

Error (MSE), PSNR, Entropy and histogram 

distribution. The experimental results 

showed that the proposed method had 

acceptable results and it preserves the 

security of hidden text messages. The results 

achieved for PSNR and MSE are 55.67 dB 

and 0.18 respectively. 

An LU Factorization-based technique 

was proposed in [18]. The proposed 

technique successfully hid an image in 

another image. The technique depends on 

the LU decomposition technique to hide the 

secret image. The performance of the 

algorithm was measured using PSNR, SSIM 

and Normalized Cross Correlation (NCC). 

The PSNR of the cover image was ranging 

from 36 to 44 dB. The SSIM between secret 

and extracted image was 100% and the NCC 

was 1. 

3. PROPOSED METHOD 

3.1.QR factorization 

The QR factorization is widely used for 

finding all eigenvalues of a matrix. The 

matrix is first transformed into the 

Hessenberg matrix by an orthogonal 

similarity transformation, then the 

eigenvalue and eigenvector are obtained by 

the QR method. Gram-Schmidt 

orthogonalization is used in the 

decomposition process. 

For any real matrix A, there are an 

orthogonal matrix Q and an upper triangular 

matrix R, such that [19]: 

A = Q ∗ R       (1) 

The above formula is called the 

orthogonal triangular decomposition of a 

matrix, also known as QR factorization. 

3.2.Discrete Wavelet Transform 

In Discrete Wavelet Transform (DWT), 

the wavelet coefficients matrix is applied to 

the data vector in a hierarchical algorithm. 

The wavelet coefficients are arranged in a 

form that odd rows contain an ordering of 

wavelet coefficients which act as the 

smoothing filter, and the even rows of the 

coefficient matrix contain an ordering of 

wavelet coefficient with different signs 

which act to bring out the data’s detail. The 

resulted vector is decimated by half and the 

matrix may apply again and again. Each 

time the coefficient matrix is applied, a 

higher resolution is performed 20. 

Applying DWT on an image of size 

n × n results in four sub-bands (LL, LH, HL 

and HH) each one is of size  
n

2
×

n

2
. L is for 

the low-pass filter and H is for the high-pass 

filter. 

3.3.  Main method 

The main method depends on the QR 

factorization technique to hide an image 
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within another image. The cover image is 

decomposed using QR decomposition. The 

same matrix decomposition is applied to the 

secret image and both matrices are 

embedded using a scaling factor. Inverse 

multiplication is applied to produce a stego-

image. This is shown in Figure 1. 

 
Figure. 1: Block diagram for the main 

algorithm. 

3.4.Embedding process 

Embedding process steps: 

1- Read the cover image 𝐴𝑐 

2- Apply matrix decomposition  

[𝑄𝑐 , 𝑅𝑐] = 𝑞𝑟 (𝐴𝑐)                      (2) 

3- Read the secret image 𝐴𝑠 

4- Apply same matrix decomposition 

[𝑄𝑠 , 𝑅𝑠] = 𝑞𝑟 (𝐴𝑠)                       (3) 

5- Embed both matrices 

𝑅𝑛 =  𝑅𝑐 + (𝑎𝑙𝑝ℎ𝑎 ×  𝑅𝑠)            (4) 

 

6- Produce the stego-image 

𝑠𝑖 =  𝑄𝑐𝑅𝑛                                 (5) 

3.5. Extraction process 

Extraction process steps: 

1- Read the stego-image 𝑠𝑖 
2- Apply matrix decomposition 

[𝑄𝑠𝑖 , 𝑅𝑠𝑖] = 𝑞𝑟 (𝑠𝑖)                      (6) 

 

3- Extract the embedded matrix 

𝑅𝑛𝑒𝑤 =
(𝑅𝑠𝑖− 𝑅𝑐)

𝑎𝑙𝑝ℎ𝑎
                       (7) 

4- Output the secret image 

𝑠𝑒𝑐𝑖𝑚 =  𝑄𝑠 𝑅𝑛𝑒𝑤                     (8) 

3.6. Enhanced method 

The enhanced method depends on QR 

factorization and DWT to hide an image 

within another image. The cover image is 

transformed to wavelet domain using DWT 

and the resulted sub-band ‘LL’ is then 

decomposed using QR decomposition. The 

same matrix decomposition is applied to the 

secret image and both matrices are 

embedded using a scaling factor. Inverse 

multiplication is applied to produce a stego-

image. In this method, the size of the secret 

image is half the size of the cover image. 

This is shown in Figure 2. 
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Figure 2: Block diagram for the enhanced 

algorithm. 

 

 

 

 

4. RESULTS AND DISCUSSION 
4.1. Performance criteria 

1- Peak Signal to Noise Ratio 

The visual performance of the stego-

image and the secret image is measured 

using PSNR [21] and Structural Similarity 

Index Measure (SSIM) [21] presented in 

(10) and (11).PSNR calculates the ratio 

between two images. It depends on the 

Mean Square Error (MSE) in calculations. 

The MSE is computed as:  

MSE=
1

xy
∑ ∑ [M(i.j)-N(i,j)]2y-1

j=0
x-1
i=0  .      (9) 

The PSNR is computed as: 

PSNR = 10. log10 (
MAXM

2

MSE
) .                 (10) 

where MAX is the maximum possible 

pixel value of the image, image M is a x × y 

matrix and N is its noisy approximation.  

 

2- Structural Similarity Index 

The Structural Similarity Index Measure 

(SSIM), measures the similarity between 

two images. It is calculated as: 

SSIM(x,y)= 
(2μxμy+ c1)(2σxy+ c2)

(μx
2+ μy

2+ c1)(σx
2+ σy

2+ c2)
  .        (11) 

where x and y are two windows of 

common size,μx is the average of x, μy is the 

average of y, σx
2 is the variance of x, σy

2 is 

the variance of y and σxy is the covariance 

of x and y. 

3- Normalized Cross-Correlation 

The Normalized Cross-Correlation 

(NCC) calculates the cross-correlation 

depending on the size of the images. Then, it 

computes the local sums by pre-computing 

running sums. It uses local sums to 

normalize the cross-correlation to get 

correlation coefficients. The output matrix 

holds the correlation coefficients, which can 

range between −1.0 and 1.0. NCC is defined 

as [22] 

 

NCC =  
∑ ∑ (P[i, j] × S[i, j])n

j=1
m
i=1

∑ ∑ (P[i, j])2n
j=1

m
i=1

        (12) 

The NCC is more robust under uniform 

illumination changes. The value of NCC 

close to 1.0 represents the perfect quality of 

the stego-image. 

 

4.2. Qualitative results 

 

As shown in Figure 3, the human visual 

system cannot distinguish between the 

original cover images and the stego-images 

using the QR decomposition technique. 
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(a)                                     (b) 

    
(c)                                    (d) 

 

Figure 3: Comparison between the original 

cover image and the stego-image using QR 

factorization 

(a)(c) the original cover images  

(b) (d) the stego-images 

 

Figure 4 display the extracted secret 

images using QR decomposition. 

 

 
(a)                            (b) 

 
(c) 

Figure 4: The extracted secret images from 

QR factorization 

(a) Logo (b) Lena (c) Clock 

 

4.3. Quantitative results 

 

Table 1 shows the performance of the 

proposed algorithm using QR factorization 

for different cover and secret images. The 

performance is measured using PSNR for 

the cover image and SSIM and NCC for the 

secret image.  

Table 1: Performance of the algorithm using 

QR factorization 

 
Cover 

PSNR 

Secret 

image 

SSIM 

Secret 

image 

NCC 

Moon + logo 41.4 1 
1 

Moon + lena 46.4 1 
1 

Moon + clock 42.7 1 
1 

House + logo 46.3 1 
1 

House + lena 51.44 1 
1 

House + clock 47.66 1 
1 

 

Table 2: Performance of the algorithm using 

QR factorization and DWT 

 
Cover 

PSNR 

Secret 

image 

SSIM 

Secret 

image 

NCC 

Moon + logo 47.9 1 
1 

Moon + lena 51.9 1 
1 

Moon + clock 48.3 1 
1 

House + logo 52.9 1 
1 

House + lena 56.8 1 
1 

House + clock 53.2 1 
1 

As shown in Tables 1, the 

imperceptibility of the algorithm is very 

high as the cover PSNR is ranging from 41 

to 51 dB. The cover PSNR is better when 

using the QR factorization with the DWT 
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rather than the QR factorization only. For 

the two methods, the secret image similarity 

and NCC is 1 which means that the secret 

image extracted without any distortion. The 

size of the secret image in the main method 

is 256×256 as the size of the cover image, 

but in the enhanced method, the size of the 

secret image is 128×128 the half size of the 

cover image. The enhanced method is more 

secure because of its complexity. 

 

4.4. Comparative analysis 

 

The algorithm is tested and the results 

are compared by the algorithm proposed by 

El-Shahed et al. [18]. Table 2 shows the 

comparison between the two algorithms in 

terms of cover PSNR. 

Both techniques achieved 100% SSIM 

and NCC 1. But the proposed algorithm 

using QR factorization and DWT showed 

better results in terms of cover PSNR than 

the algorithm proposed by El-Shahed et al 

[18] which used LU Factorization. 

 

Table 3: Performance of the algorithm 

compared to the algorithm proposed by El-

Shahed et al [18] 

 

Proposed 

technique 

using QR 

factorization 

Proposed 

technique 

using QR 

factorization 

and DWT 

El-Shahed 

et al. [18] 

technique 

Moon + 

logo 
41.4 47.9 

36.8 

Moon + 

lena 
46.4 51.9 

40.3 

Moon + 

clock 
42.7 48.3 

37.5 

House + 

logo 
46.3 52.9 

42.5 

House + 

lena 
51.44 56.8 

42.88 

House + 

clock 
47.66 53.2 

44.09 

5. Conclusion 

Steganography is the art of hiding data. 

In steganography, the data is hidden in a 

cover object. The proposed technique is an 

image steganography technique, which hides 

an image in another image. The technique 

depends on the QR factorization technique 

to hides the secret image. The performance 

of the algorithm is measured using PSNR, 

SSIM and NCC. The PSNR of the cover 

image is ranging from 41 to 52 dB. The 

method is enhanced by combining DWT to 

the QR factorization and the PSNR of the 

cover image is ranging from 48 to 56 dB. 

The similarity between secret and extracted 

image is 100% and the NCC is 1 for both 

methods. But the size of the secret image is 

half the size of the cover image in the 

enhanced method. The comparative analysis 

showed that the performance of the 

algorithm is better than other state-of-the-art 

algorithms in terms of cover PSNR. 
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