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Abstract

Social media is essential in many aspects of our lives. Social media allows us to find news for free.
anyone can access it easily at any time. However, social media may also facilitate the rapid spread
of misleading news. As a result, there is a probability that low-quality news, including incorrect
and fake information, will spread over social media. As well as detecting news credibility on social
media becomes essential because fake news can affect society negatively, and the spread of false
news has a considerable impact on personal reputation and public trust. In this research, we
conducted a model that detects the credibility of Arabic news from social media; particularly
Arabic tweets. The content of the tweets revolves around the COVID-19 pandemic. The proposed
model applied to detect news credibility using text mining techniques and one of the well-known
machine learning classifiers, Decision tree which has the best accuracy equal to 86.6%.

Keywords: social media, news credibility, text mining, and machine learning.
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1.Introduction

Social networking sites has become a
platform for spreading news and
information between people over the world
very fast, the progress of Users'
interactions with others through social
media have considerably risen as a result
of social networking sites. it is true that the
business  sector now  takes  social
networking seriously, the spreading of
news via social media which has
significantly impacted both people and
business. [1], [2].

Within the rapid spreading of news and
information, it has become difficult to
differentiate  between credible and non-
credible news because of sharing other
users' posts facilitates this and creates a
cascade effect that might lead to the spread
of false information. [2]. With the
existence of COVID-19 pandemic, fake
news increased extremely quickly, and
individuals affected by it increased their
fear and anxiety about this epidemic [3].

Data is a vital component in
several disciplines [4]. While structured
data has bottlenecks [5] [6], data expressed
in a text format has additional issues[7].
This denotes the presence of a massive
amount of disorganized data or
information [7]. It might be useful data or
information [8]. The challenge is
converting unstructured to structured data
and ordered data; Although, it may include
information such as facts [9].

Text mining techniques and machine
learning classifiers could help researchers
evaluate the news credibility, Text mining
is becoming more essential since it is
applied in the extraction and organizing of
text from unstructured data [10]. Machine
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learning is important because it offers
organizations insights into patterns in
customer behavior and firm operating
procedures; it helps to categorize data and
generate predictions; and it is used to make
forecasts [11].

The proposed framework helps in
determining the credibility of news. Based
on data gathered from Twitter, the user's
news is classified as true or false. The
model applied decision tree algorithm and
is evaluated to ensure prediction accuracy.
Section 1 is an introduction to
determine the credibility of news on social
media via text mining techniques; Section
2 illustrated the previous study; Section 3
illustrated the proposed methodology and
proposed model; Section 4 illustrated the
experimental study for this paper; Section
5 envisions conclusions.

2.Related Works

M. A. Fadel (2020) [12] stated that the
purpose of their study is to construct an
initial dataset for determining the
credibility of news in Arabic on social
media applying classification model. There
were 808 true tweets and 354 false tweets.
The proposed technique entails creating a
data collection of Arabic news on Twitter
and applying several classifiers, such as
Naive Bayes, random trees, and decision
tables. It was discovered that the decision
table classifier had a better accuracy of
81.46% using the relief algorithm. A study
by [13] stated that the study's purpose is to
enhance the accuracy of Arabic news using
text mining techniques combined with
natural language processing to enhance the
quality of information and news available
on social networking sites (NLP). Twitter
data was gathered; the dataset included
around 9000 tweets. Random Forest had
the best classifier score of 76.17%.
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M. Z. Sarwani, D. A. Sani and F. C.
Fakhrin (2019) [14] Using a neural
network algorithm, Social media can be
used to measure one's identity and
personality. The researchers obtained data
from Facebook and examined the
correlation and its bias towards Term
Frequency- Inverse Document Frequency
(TF-IDF). For classification, there are
three phases to consider: text processing,
weighting, and neural network classifiers.
Text processing is classified into three
types: tokenization, stopping words, and
stemming. According to the findings of
this research, the TF-IDF is used to assign
a weighted value to each single word in
text processing, neural network
classification model is used to determine
credibility, which had 60% accuracy.

G. Pasi, M. De Grandis and M. Viviani
(2020) [15] developed a system built on
news-related standards that improves the
information's worth. The CredBank dataset
was applied in this research to measure the
suggested model through machine learning
classifiers. Support Vector Machine, Naive
Bayes, Decision Tree, and Random Forest
are applied. The Python programming
language was used for classification and
testing. Random Forest has the best
accuracy (79%). L.A,S.YandS.R. K. T,
(2019) [1] proposed a model to detect news
credibility using text mining techniques
and machine learning classifiers: random
forest, decision tree, k-nearest neighbor,
and support vector machine. The
experiment was applied to a fake news
dataset from Kaggle. The random forest
classifier had the best accuracy of 90.7%.
A scholar of [16] Arabic Fake News
Detection Based on textual analysis, data
were collected from articles about Haj. The
study applied text preprocessing steps,
feature selection using NLP POS tagger,
machine learning classifier SVM, random
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forest, and nave base detecting the news
credibility. Random forest achieved the
best accuracy 78%.

3.Proposed Methodology

In this research, the proposed methodology
is to build a framework for determining the
credibility of news on social media, mainly
employing text mining algorithms to
evaluate the credibility of tweets and
applying  several machine learning
classifiers. It will be explained in the
sections that follow. The developed
framework is divided into five steps: data
gathering, text processing that include two
significant steps; text cleaning and
preprocessing of text, extracting features,
classification using machine learning, and
evaluation results for detecting the
credibility of news. In the following
sections, the proposed model will be
discussed in detail.

3.1 Dataset

Dataset downloaded from GitHub, it is a
real data set, ArCOV-19 is an Arabic
COVID-19 dataset that consists of Tweets
that covers the months of January 27th to
May 5th, 2021. ArCOV-19 is intended to
support research in a wide range of areas,
including Text mining, natural language
processing, and social networking.

Figure 1 shows an example of the ArCOV-
19 dataset.
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Figure 1: A sample of the Dataset

3.2 Text Preprocessing

The second step consists of two stages: text
cleaning and text preprocessing as shown
in figure 1.

3.2.1 Text Cleaning

Text cleaning is a basic method that
prepares data for analysis by changing or
deleting data that is corrupted, incomplete,
duplicate, or poorly structured [17]. It
enhances accuracy after collecting text for
detecting. also, data can be cleaned by
deleting  redundant  samples  and
characteristics and removing missing
values. The procedure of deleting outliers
involves removing columns in the data that
have the same values or will not affect
the results. The process of minimizing
redundancy data involves deleting
duplicated rows from data [18].

Three steps were required to clean the
tweets' text, the following will display
these steps by using Rapid miner.

Stepl: Remove English text and remove
https links such as

https://digitalcommons.aaru.edu.jo/fcij/vol8/iss1/2
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(https://t.co/alsAWHNhChA). Figure 2
shows the dataset after removing English
text and HTTP links.

Row No. tweetText label
1 ppmsyApita sl e o Qs amselas 0y 8 g sl lsds false
2 2 emasApie anyl splas A Jes) (may el 05,58 s ey el Je false
3 s At Al el ol e W ey o L s Bl sl e false
4 won Sy Ly s O e g St Lo K | s false
5 (222) 25 9 8 St Lt o Kp Al il el oo Sunas false
6 stmes o Al gy 2l U 8 ey Lo ALl 0 false
7 e 2 e L e 19 (2 o Lty 2011 s gl - sren e false
8 A e LS el AN SV i 0 el S e oy Sa e false
9 2011 g # ole false
10 T 50 S e Ll 12 2011 R e H# Tl A false
" AaEy ase s LS O ilad) 58 iy ey Gler Jylnd pdl true
Figure 2: A sample of dataset after removing
English text
Figure 3 shows a sample of data from
dataset after removing numbers from text.
Step 2: Remove numbers such as [0-9]
Row No. tweetText label
1 il e gy el gl Qe s i g8 g 88 Sy g8 false
2 ) g gy it el R ey sk Je false
3 ) e gy et f gl QoY s i g 8 g 88 Sy e 4 false
4 aon Sy Gy i e gy St Lo | false
5 (322 s 4 oy Sttns L oy ot 20s)y el o s false
B s 0 g il 8 e Ll 2 false
7 oAl Bl el oy By ey e g pep d false
8 )l iy el LD ALY s 0 eS8 e gt Kpd a2 false
9 gl s false
10 Ll i 38058 mps L A 8 s g 0 750 false

Figure 3: A sample of data after removing
numbers

Step 3: Duplicate tweets should be
removed to ensure that the results are as
accurate as possible. Figure 4 shows a
sample from dataset after removing
duplicates.
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RowNo.  label tweetText Step 2: remove punctuation such as
2 false el patas il Qs ey s g 8 e Sy [I "#$%&'() *+, / ;<:>? @\[\\\]_\{ }~]
) false L i e because of concentration on the text itself,
& ol s Heusamens s o= not the punctuation or emotions. Figure 6
5 false s S gy il g8 (g s Lo oL 8

displays the difference between before and

6 fal WY s laalil (Say # gy jlantslng o gl cg— 5 H -
? = = : - after removing punctuation.
7 false L3S el AtV i o el SR e el
8 false gl # e
before remove punctuation after remove punctuation
9 false LIE 2 J80 S ey Lot L s 0 o H gl
” . 0 Juel) pam e g€ pugpdf ey pspa JS. [ A8 dued) jae ol dby el 08
14 false s a6 ped 229D o D gl e Al e 1 Ul s e L S8 o Lo 1S i | i [J3 osms e g€ o Lo 1€
15 false Vs S8 s i) G el | O g o 2
- - 3
Figure 4: A sample of dataset after removing Z
duplicates
3.2.2 Text Preprocessing Figure 6: a sample before and after remove

punctuation

The text obtained from social media

sites, such as Tweets, is unstructured. It ~ Step 3: filter stop words allows you to

contains unusual text and symbols that ~ enable or disable stop word filtering. Stop

must be cleaned before a machine  Words are words that are rarely used as

learning model can comprehend it. Text flagsiflilcatri]c_)nh ::eatures. Stopd V\Egrzcis[zzr]e
f . ypically high frequency words .

EL?FJ%C; Szmc% r:]SpIJeU;t n?:l C;]rir:lgorltezr::]is; The Arabic stop words were filtered and

model. The trustworthiness of your model removing ~ custom - stop - words as

N i A H;L.’}’"eb" LU)}S" Hd:é"sn "L)““}):é" "].
is highly dependent on the quality of your L . ’ P e
text [19], [20]. Figure 7 shows an example after filtering

stop words
Five steps were required to this dataset Sokenized slopworda. removed
for text processing. g : 8 Qe el ek
1
Step 1: Tokenization is a fundamental 2
step for working with text-based data. 3
Tokenization is the act of dividing a 4

sentence, phrase, and essay, such as single
words or phrases. These smaller pieces are _ o
an example of tokenized tweets.

fuaatToxt * Step 4: stemming (Arabic) is the process
0 uetlimm ot g€ ey b 5. [ 28 Jetl e 2 of remove any kind of suffix from a word

1 Jsemsm o e [ @ s o Land return it to its initial form, which is the
B ; L 1. root word, we applied on Arabic dictionary

= [22] [24]. Figure 8 shows text after
s et b e o s SEEMMING Process.

e [l5 2l

yi gl Lo 5 m&
P il g o 20

Figure 5: A sample of tokenized data
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tweetText

snowball_stemn

Figure 8: A sample of stemmed text

Step 5: lemmatization (Arabic): In natural
language processing, lemmatization entails
organizing words based on their root
lexical components. It is used in computer
programming and artificial intelligence for
natural  language  processing  and
understanding [25] [26]. Figure 9 shows
the text after using stemming and
lemmatization.

tweetText

lemmatized

4 ot Sty ¢ flo gl 50 8 [ AR S =R

Figure 9: A sample of stemmed and lemmatized
text

The preprocessing step is applied twice,
the first-time applying stemming, and the
second time applying stemming and
lemmatization.

3.4 Feature Selection

Feature selection is used in the machine
learning process to enhance accuracy.
Also, it improves the algorithms'
prediction power by choosing the most
important variables and removing the
redundant and useless ones [27]. In this
model we applied TF-IDF Vectorizer.

https://digitalcommons.aaru.edu.jo/fcij/vol8/iss1/2

The TF-IDF technique is designed to
compute word frequency, The TF-IDF
score is subsequently applied to each
document. Word frequency is used to find
keywords that are more significant (occur
more frequently) in a document, use TF-
IDF. The TF-IDF Vectorizer converts
documents into tokens, learns vocabulary,
and reverses the frequency weightings of
texts[28].

The TF-IDF is a weighing matrix that is
used to determine the importance of a
phrase (count + weight) to a document in a
dataset. Tokens retrieved from text data
that use the TF-IDF and count vector
procedures are identical; although, the
term frequency (TF) and inverse document
frequency (IDF) metrics are combined in
TF-IDF (IDF)[29]. Equation represents the
TF-IDF equation (1).

TF/IDF = tf(t,d) x idf(t,d) 1)
Studying how TF-IDF works will help
obtain a better understanding of how
machine learning algorithms operate.
While machine learning algorithms are
consistently better at operating with
numbers, TF-IDF approaches assist them
in deciphering words by assigning them a
numerical value or vector. it improves the
performance  of  machine learning
classifiers [30], [31]. The machine learning
classifiers use the keywords depend on
their weights, Figure 10 displays an
example of the text weight of the applied
dataset using TF-IDF.
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do kv applied classifiers in this model using
o (03027003 = 0452 python; 30% of the dataset was randomly
{0.423 'z 0.451 s 0557 Mecx ..

selected for training, and the accuracy of
2125 02 o 065, €ACN Classifier method will be measured.
2ssy 0 = 04 T NE Tesults will be illustrated. Decision
Tree classifier is used twice in this
3003 10 0264 e asx 0303 EXPEriment, once before and once after
3004 s s a0 043675 0441 0 0089 @pPlying lemmatization, and the results are
3005 e : Lm0 038 shown in the tables below: tablel, table 2,
3006 {«",0.33 4 0.347 ', 0538 - table 3 and table 4

3007 pasl o 0 guels i Ul ke plpings . {0.261 Mpen’ 0.261 fpals 0.319

Figure 10: A sample of text weight A-Results before using lemmatization

{0,401 "5 0,418 =t 0442

W N s o

3.5 Credibility Detection using Decision Table 1: illustrates the result of decision

Tree Algorithm tree classifier before using lemmatization
for credible and non-credible news.

In this paper, Decision Tree algorithm is

applled to detect the CrEd'b'I'ty of news as Table 1: DT results of credible and non-credible

will be explained in the following. news before using Lemmatization

A study by [33] stated that: “DTs are a non- Decision Tree Classifier using Stemming only

parametric supervised learning method matrices | Precision | Recall SFl- Support
core

used for classification; it predicts the value Credible | 0.80 586 T o08g 263
of _a_target varlgble by learning simple Nor- 0.87 0.90 | 089 196
decision rules inferred from the data Credible
features.”

Decision trees, which are termed white box Table 2: illustrates the result of the
ML algorithms, employ internal decision-  decision tree classifier before using

making logic that obtained information  |emmatization for average results and
from a data set may be simply retrieved in measuring accuracy.

a comprehensible manner, DT demands

very little work from its users for data Table 2: DT average results before using

preparation and analysis. L emmatization

The decision tree employs a non- Decision Tree Classifier using Stemming only
parametric technique, which means it is not matrices | Precision | Recall | F1- | Accuracy
dependent on probability distribution Score
assumptions and is distribution-free. It has Average | 0874 | 0901 | 0.887 | 0.882

remarkable accuracy while working with

high-dimensional data [35] The confusion matrix of the applied

4. Experimental study decision tree classifier before using
lemmatization in the previous figure 11.

In the experiment, Precision, recall,

Accuracy and F1-score were the methods

used to measure the performance of the 57

Published by Arab Journals Platform,
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DecisionTree Confusion Matrix

Actual
Tue

False

Predicted

False

Figurell: CM of DT before using lemmatization

B-Results after using lemmatization

Table 3: illustrates the result of decision
tree classifier after using lemmatization
for credible and non-credible news.

Table 3: DT results of credible and non-credible
news after using Lemmatization

Decision Tree Classifier using lemma
matrices | Precision | Recall | F1- | Support
Score
Credible 0.86 0.86 | 0.86 463
Non- 0.87 0.87 | 0.87 496
Credible
Table 4: illustrates the result of the
decision tree classifier after using
lemmatization for average results and

measuring accuracy.

Table 4: DT average results after using

Lemmatization

Decision Tree Classifier using lemma
matrices | Precision | Recall | F1- | Accuracy
Score
Average 0.88 0.868 | 0.87 0.866

https://digitalcommons.aaru.edu.jo/fcij/vol8/iss1/2

The confusion matrix of the applied
decision tree classifier after using
lemmatization in the previous figurel2.

Decision Tree Confusion Matrix

Actual
Tue

False

Fallse

Predicted

Figure 12: CM of DT after using lemmatization

5. Conclusion and future works

This paper aims to detect news credibility
on social media from Twitter by using
decision tree algorithm. The model is

applied twice: before applying
lemmatization and after in the
preprocessing  stage.  Lemmatization

produced better results equal 86.6%.

Future work can be conducted to classify
Arabic by using different classifiers
machine learning algorithms and compare
between results. Using franco Arabic
dataset to determine their credibility of
news. Using alternative methods in feature
selection, as information gain and
information gain ratio, and comparing
outcomes, applying data sets from multiple
social media platforms, such as Facebook
and Instagram, rather than Twitter.

- 300

- 150
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