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Abstract: Healthcare systems in recent years have had the highest cost of breaches. Data security is one of the most
obstacles encountered in the healthcare system, which could cancel the integrity, availability, and confidentiality of medical
data. These breaches are expected to increase in the future. Therefore, it has become necessary to develop systems that
provide full protection for patients. Healthcare systems security can be improved greatly by involving security requirements
in the early phases of system implementation. Usually, the security requirements are only handled from a technical
viewpoint during the implementation phases. When building security in the implementation phase, this leads to weakness in
system security and an increase in violations. So, this research paper is aimed to improve the security of healthcare systems,
by focusing on security requirements in the early phase, and making the healthcare systems less vulnerable to hacking or
any external threat by restricting access to healthcare systems. This research paper proposes designing a standard-based
approach to the security of the healthcare system, which analyzes and combines system and software security requirements
required to gain a secure healthcare system architecture. Both types of security requirements are designed in the healthcare
architecture based on the COSMIC ISO/IEC 19761 standards. A case study is introduced for the proposed standard-based
approach experimented by using the system and software security requirements specifications to protect the pharmacy
system in the healthcare system from ransomware.

Keywords: Security requirements, Healthcare system architectural, COSMIC ISO/IEC 19761 standards, international
standards.

1 Introduction

In recent years, the healthcare system has become an essential part of human life. Which caused a true revolution in the
way the world works. The healthcare sector is affected positively by the revolution through enabling the medical
institutions to observe patients and provide recommendations remotely [1]. Certainly, the priority in the healthcare system
is the protection of patient data, which is regarded as extremely sensitive and personal information. All modifications or
violations are not permitted which leads to a significant health threat for patients and big accountability for clinicians [2].
Also, it could result to real problems such as data breach and theft, scams, misconduct, and exposing patients to real risk, at

the end it may lead to death. Unfortunately, these changes occur to their data and medical history may remain undetected
for years [3][4]. The security of data is one of the most obstacles encountered in the healthcare system, which could cancel
the integrity, availability, and confidentiality of medical data [5]. Due to the increase of threats on the Personal Health
Information (PHI), it has become necessary to develop systems that provide full protection for patients. Studies and
research have indicated that PHI are highly vulnerable to malicious user attacks [6][7]. Security on critical systems is very
serious, especially Electronic-healthcare (E-healthcare) systems which require more attention in this regard.

Security Requirements Engineering (SRE) is one of the most significant aspects of the achievement of secure software
systems. Usually, the SRE faces problems like define the requirements specification without analysis [8], and the security
requirements are just dealt from a technical viewpoint during the implementation phase [9]. However, security should be
dealt with in all system development phases, precisely during the early phases, as well as the security goal can be achieved
early in the analysis phase by analyzing the system architecture that provides the necessary functional requirements.
Security requirements are usually considered a constraint on the system functions. Moreover, security requirements are
regarded as Non-Functional Requirements (NFR) or quality requirements [10][11]. Increasing threats and attacks on
software caused massive losses to many companies. Consequently, this led to failure in resisting cyber threats.

According to IBM Security’s annual report [12] in 2021, data breaches showed that the year 2021 was the highest in the
cost of breaches. Hence, the cost of data breaches grew from 2020 to 2021 from USD 3.86 million to USD 4.24 million,
making it the costliest period in the previous 17 years. The average total cost of a data breach has increased by 10%. as
shown in Figure 1. Which indicates that the security problem is inflating, and healthcare organizations must understand this
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as soon as possible.
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Fig. 1: Average Total Cost of Data Breaches - ref [12]

IBM’s report shows that healthcare has the highest average breach rate in the last eleven sequential years. Costs associated
with healthcare data breaches rose by 29.5 percent, from an average total cost of 7.13 million in 2020 to 9.23 million in
2021. The above-mentioned facts and figures in IBM’s report indicate that the data of individuals and organizations are at
risk.

More alarmingly, the healthcare industry, in special, is being targeted by attackers, because (PHI) is more valuable on the
black market than credit card credentials or Personally Identifiable Information (PII) because its rich saturation of financial
and identity information [13]. Therefore, there is a powerful incentive for attackers to target medical databases. The PHI
can sale or use it for their gain. Some attackers get unauthorized access to prescription drugs using PHI for their own use or
for selling. This has become a significant interest for the breaches of healthcare data. Though the data breaches are of
various types, their impact is almost always the same.

The aspects of security failure have many reasons: high cost to secure the information, inability to integrate security in
Software Development Life cycle (SDLC) in the correct form, especially in the requirements phase. Usually, an
organization doesn’t see itself vulnerable to a data breach [14].

Although PHI needs to be protected, security issues are unfortunately, neglected in most healthcare systems [15]. Also, the
software engineers often fail to give appropriate attention to security concerns. The most major issue is that in almost all
software projects security is dealt with when the system has already been developed and placed into operation. Therefore,
this research paper contributions are to the increases the security of healthcare systems, by focusing on security
requirements in the early phase, to the SDLC. The goal of this research paper is to make the healthcare systems less
vulnerable to hacking or any external threat by restricting access to healthcare systems. Also, to give stakeholders a set of
standards-based security requirements for designing secure healthcare applications. Whereas the objective of this research
is to design a standard-based approach at a security requirements level for a healthcare security system to protect the
system’s information. This helps stakeholders make decisions during the requirements phase at an early stage of the
identification, specification, and analyze for security requirements.

The remainder of the essay is organized as follows. The related works are presented in Section 2. Section 3 Identification of
the system and software security requirements views, concepts, and terms. Also, it presents the E-healthcare architecture
components and integrates them into COSMIC ISO/IEC 19761 standards. Section 4 presents a standard-based approach for
specifying system and software security requirements for the E-healthcare architecture needed to make the healthcare
system secure. Section 5 discusses a case study for the proposed standard-based approach by using the system and software
security requirements specifications to protect the pharmacy system from ransomware. Finally, in Section 6 show
conclusions and further work.
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2 Related Work

This section includes a review of the academic literature on healthcare system security as well as related works on security
requirements in the literature and international standards.

A. Security requirements in the literature and international standards

International standards describe security requirements as NFR. Whereas there are several concepts provided in the
European Cooperation on Space Standardization (ECSS), the International Organization for Standardization (ISO) and the
Institute of Electrical and Electronics Engineers (IEEE) that describe security. International standardizations are considered
as a baseline for a description of security requirements.

In European Cooperation on Space Standardization (ECSS)[16] [17] considers security requirements as an NFR for
systems and it is defined as the requirements baselines. While (IEEE) [18] are defined as an NFR. The IEEE security
viewpoint has aspects that protect the software from anonymous access or change, or exposure to the system that could
guide the destruction of that system. On the other side, the International Organization for Standardization (ISO) regards
security requirements as a component of software functionality to assess the quality of the software product. Security is
defined by the (ISO 9126 2004) [19] as the capacity of the software product to save information and data such that
unauthorized persons or systems cannot read them or change them, and authorized persons or systems are not constrained
to have access to them.

Unfortunately, often security requirements are not given sufficient concentration by organizations through software
development. Usually, security is addressed after the software implementation phase, and it is ignored in the first phases of
SDLC. Since security is generally defined as NFR, the organizations commonly release security fixes after the development
has been completed, or when the security problems are encountered which often increases the risk of occurring security
flaws [20]. So, many researchers have emphasized that attention to software security should be expended in the early
phases of software development [21].

In the literature on security requirements, there are several published works. Some of these studies provide a framework for
identifying and measuring security requirements, while others present methods for integrating security in SDLC, as well as
identifying security vulnerabilities.

Based on international standards (the COSMIC ISO/IEC 19761) of the early specification and measurement of the non-
functional and functional software security requirements, Abran and Al-Sarayreh [22] established a reference measurement
framework for security needs. In addition, Al-Sarayreh et al. [23] established a framework based on international standards
from the ECSS, IEEE, and ISO to identify, specify, and quantify software security requirements.

Meridji et al. [10] presented an approach for system security NFR by focusing on system security requirements to define a
requirements framework of system security that is relying on international standards ideas compatible with ISO 19761 as a
basis for the definition and measurements of FR. A framework to extract and assess security requirements was put forth by
Haley et al. [24]. The three components that make up this framework are: identifying the security requirements; developing
the context for the system; and developing the structure for satisfying arguments for verifying whether the system can
satisfy the security criteria. Nazir et al. [25] conducted a study in which they reviewed security issues in SDLC and provide
a set of tips that must be followed at each stage of SDLC to avoid violations. While Fernandes et al. [26] have integrated
security into (SDLC) to identify security vulnerabilities and produce a highly secure product by testing the Internet of
Things (IoT) health monitor. As a result, they found that if vulnerabilities are identified and addressed at an early stage in
SDLC, huge costs for post-implementation remediation will be saved if any of the known health monitor vulnerabilities are
exploited.

Nazir et al. [27] have focused on the development of IoT cybersecurity from ontological analysis and proposing suitable
security services that are conformed to the threats. In order to strengthen security at the outset of system development,
Aljawarneh et al. [8] presented a framework for cloud security requirements engineering with five fundamental tiers.
Because it can be challenging to define needs in general, and security requirements in particular, at an early stage of system
development.

B. Security of healthcare systems

Adil Hussain et al. [28] analyzed healthcare data breaches. The study discovered that hacking incidents are the most
dominant forms of attack, followed by unauthorized internal disclosures. While Jiang and Bai [29] analyzed 1138 protected
health information breaches from 2009 to 2017. As a result, they found that these breaches had affected 164 million
patients. In fact, more than half of the cases of the breaches were not from External causes. They, however, were
attributable to internal mistakes or ignoring. Also, Hicham et al.[30] presented an analysis that was performed on data
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breaches for over 9000 data breaches encountered in various organizations from 2005 to late 2018. 11,5 billion unique
records were lost as a result of these breaches. Also, they discovered that the most targeted type of organizations are
medical organizations. While Ambarkar and Shekokar [31] studied the causes of breaches in healthcare systems and
concluded that confidentiality and authentication are the most common two security goals that the system failed to fulfill.
While Mamdouh Alenezi [32] proposed a framework that combines ontology-based security management with the
development phases to provide healthcare web application developers with a methodical secure development pathway.
Pramanik et al. [33] studied potential threats to the security of healthcare systems. They concluded that the biggest
challenges facing healthcare systems are data deletion and the possibility of revocation.

Adamu et al. [34] proposed a web framework that prevent the popular security vulnerabilities in the Electronic Medical
Record (EMR). Moreover, Shrestha et al. [35] Proposed a secured E-health framework, in this framework, access control
scheme with enhanced encryption method has been considered and patient-centric personal data. Followed by, the many
aspects that directly impact information security in healthcare online applications were assessed by ALKA et al. [36]. The
security vulnerabilities of health organizations were recently identified by Ismail et al. [37], who also looked at potential
ways to solve the issues raised. While Omer Kasim emphasizes the importance of adhering to security rules when
accessing, writing, and updating electronic medical information [51].

Security requirements have been described by various researchers, and no standard definition has been agreed upon. We
can observe that most of the security definitions are interested in designing secure software from early software
development. According to previous studies, healthcare applications still take the largest share of breaches, and this shows
that there is a real security issue that needs to be addressed. Also, the combination of sensitive patient information and
vulnerability makes healthcare systems the most attractive targets for hack groups. Healthcare organizations must realize
that they are very appealing to cyber criminals today. Therefore, both system and software security requirements of
healthcare systems must be dealt with from the outset due to the sensitive data they carry. In previous studies, several
researchers have studied security requirements in general. To improve the security level for healthcare systems, we have
studied in this research paper the system and software security requirements commensurate with the healthcare system
architecture to constrain access in the system and protect sensitive information.

3 Background

The preventive functions are determined at the early phase of SDLC to prevent the attackers from harming the system
security. These preventive functions are only achieved when considering security requirements. There are two connected
sets of security requirements. that should be considered at the requirements phase: system security requirements and
software security requirements [10] [22]. In system security requirements, the security requirements are applied to all
system components such as hardware and software. While, in software security requirements, the security requirements are
specified for software within the system. We studied these two requirements to ensure that user access to the system is
restricted, and that the healthcare system is secure. When applying the security requirements to the system; this is
undoubtedly reflected in the components of the system, such as software, which becomes secure.

To ensure a higher level of software protection, should also implement security requirements at the software level.
A. System Security Requirements

When defining a system security requirement, three types of security requirements are considered , (i.e.) the CIA triad
[Confidentiality, Integrity, and Availability][23]. The system can be considered secure if it achieves the CIA triad, as it is
considered the heart of system security [38]. For data to be completely secure, these security goals should be achieved.
Therefore, requirement engineers should understand and study these goals carefully. The CIA triad model helps to guide
the development of security policies for organizations. Such a model considers any organization’s security infrastructure
and guides all the organization’s efforts towards guaranteeing system security. A standard-based approach in this research
paper identifies the security requirements terminologies and functions according to the IEEE, ISO, ECSS standards, and
academic literature. System security requirements is divided into three security-related concepts (confidentiality,
availability, and integrity):

e The Confidentiality aspect of the CIA triad ensures that pre- venting information access by unauthorized individuals,
entities, or processes this requirement guaranty that health care system can prevent highly sensitive and critical
information from reaching the hands of attackers. To restrict access, access control roles should be established in the
healthcare system [23][39]. The key system confidentiality concepts are shown in Table (1).

Table 1: System Security Function in Confidentiality

Security function Description
Identification The identification function represents the ability to identify the system user attempting to
© 2023 NSP
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function access the system. This function can be completed by a username or a process ID, etc. [40].

Authentication After defining the identification of the user, it needs to be authenticated. The authentication

function function is utilized to check user identity. For example, the user identity can be proved by
passwords, iris scans, etc. [41][42].

Authorization Authorization determines what a user can do on the system and what are the given

function permissions to his/her. This function assures that, the user authenticated has the
authorization to access areas within the system [43] [11].

The Integrity aspect of the CIA triad concerns protection against undesired changes, to protect data from unauthorized
modification or intentional corruption [44]. The key system integrity concepts are shown in Table (2).

Table 2: System Security Function in Integrity

Security function Description

Backup data function | A backup is a copy of the system information on a storage device or an easily accessible

external medium for file restoration or archival goals [41]. That allows for data protection and
recovery when unexpected or intentional disasters occur [42].

Firewall function Access and targeted attacks on internet-based systems [41] [42].

Antivirus function Systems based on data exchange via either public or private networks always require a high

level of security to protect data from various intruders. Secure communication channels are
provided by applying the public key infrastructure (PKI) approach to external security
protocols such as access control services [11][43].

The Availability aspect of the CIA triad is related to the ability of authorized users to access information when it is
required [23][45]. The key system availability concepts to be defined and measured are shown in Table (3).

Table 3: System Security Function in Availability

Security function Description

Redundancy function Redundancy is a technique that provides continuity plans that generally include strategies

failure, recovery, and redundancies for essential servers, networks, and data. The network
redundancy will automatically turn on into effect to support network availability when the
network and server go down [40][41].

While data redundancy ensures that, copies of data are available from the data repository
system when needed.

Automatic restart | Different failures could occur in the system process, resulting in system failure. The
function corrupted processes can be made to restart by using the automatic restart feature [23].
B. Software security requirements

Software security requirements present the need for a software component’s security in its environment, to achieve its tasks
accurately, completely, and correctly within the time and this Helps the system ensures software availability and suitability
for every task that is performed in the software.

Software security requirements following is internal security requirements (protect within the same software) and external
security requirements (protect the software from another software) [22]. The goal of this step is to define the software
security requirements that can protect the healthcare software from any threats. This includes internal and external security
measures:

1-

External security requirements:

Access auditability controls the leak of software information or data [22]. The goal of an access audit is to carry out a
detailed inspection of software accessibility and services delivered from it. Access auditability function can be
achieved by using an audit log. Which are note the user's system access (such as by monitoring who has executed an
action, what action was performed, and how the software system reacted. Therefore, access auditability assists
developers and testers in several ways: analyzing suspicious activities on the software system, detecting issues, and
monitoring software system for possible security breaches or vulnerabilities.

Data corruption prevention refers to protect the software system data from both loss and corruption [22]. Data
corruption is a common software error that occurs due to data loss or improperly written code. Which happens when
the developer reads, writes, transmits, stores, or processing source code. Which leads to software system crashes and
hangs. Therefore, the developers should save the source code in offline backups frequently.

Access confidentiality refers to protecting the software against illegal access or illegal operation [22]. The healthcare
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software system needs to restrict access to healthcare systems by determining security requirements that guarantee
access to the system for the intended user and guarantee that the access control policies or constraints specified are
enforced correctly. Access confidentiality depends on whether the control is exercised by the ID owner. It concentrates
on the specification of access control policies, which is concerned that every access to information or resources is
controlled and that only authorized access can take place. This is done by using multiple-access technology for active
and passive access control. for example, if the system has used only the password, that does not guarantee the complete
confidentiality of the system. Where the user can give the password to another person or hack the password and take
illegal actions on the system. In this case, it is difficult to prove who carried out these actions. Active access control
ensures more security by using personal identifiers such as the iris fingerprint or the fingerprint. In healthcare systems,
it is preferable to use multiple-access technology for high security and prevent any illegal access or operation in the
healthcare software system.

2- Internal security requirements:

«  Encryption/decryption, the most popular method of preventing unauthorized data change is encryption. The core of
data encryption is to convert data into a non-readable and meaningless text for unauthorized parties. Encrypted text is
also called ciphered text. It effectively guarantees the integrity of the data and prevents the data from being tampered
with. While the decryption transforms the encrypted data into readable data with the private key [11].

C. Healthcare System Architecture

The lack of security protocols creates a vulnerability, and this leads to misused data or manipulated information, breaches
sensitive data and renders a system unreliable or unusable [46] [47]. These critical events could lead to destructive effects
on companies, such as damage to the companies’ reputation, loss of trust, identity theft, and huge financial losses [48].

The security goal can be achieved at the early phase in analysis phase by analyzing the healthcare system architecture that
offers the required functionalities. This helps with early detection and avoidance of security problems. When the healthcare
system architecture design reaches the implementation phase, the developer can determine the functional requirements
regarding a security method to thwart cyber-attacks [8].

System architecture is a collection of services; these services can communicate with each other to exchange information
[49]. When designing a secure healthcare architecture from the beginning, allows the system to handle different security
issues such as integrity limitations, high availability, minimizing business risk, keeping confidentiality, etc. E- healthcare
architecture is composed of different users, data repositories, and all the health- care systems that exist, as seen in Figure 2.
The E-healthcare system architecture enables data communications between users and systems of the whole healthcare
system. This section intent to extend a detailed description of the healthcare system architecture.

‘ Healthcare -
- systems _

(LD

Users )
Data Rrepository

Fig. 2: E-Healthcare Architecture Components

To deploy a secure healthcare system effectively, healthcare systems need clear, consistent, testable, and measurable
architecture. The architecture of the healthcare system has been represented based on the Common Software Measurement
International Consortium (COSMIC) -ISO 19761 standard [21], as seen in Figure 4, to define security requirements
regardless of the languages or type of software. COSMIC is a recognized international standard (ISO/IEC 19761).
COSMIC-ISO 19761 is concerned with the data flow between software and hardware. According to this standard. The
COSMIC technique allows for four different sorts of data movement: entry (E), exit (X), read (R), and writing (W). The
COSMIC model describes the values, guidelines, and procedures for defining the functional size. The functional size can be
defined as a gauge of the quantity of functionality offered by the software. To deal with current security challenges, we
need a security approach to address various security requirements and manage them. The goal of the COSMIC framework
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standard design is to satisfy the requirements of E-healthcare security challenges. To guarantee a system can, find threats.
Data movement type in COSMIC-ISO 19761 represents the following:

ENTRIES and EXITS: enabling data exchange with users. The entry represents the sent data. While the exit represents
the received data.

f - R i
: Users i i Healthcare Software | ! Data Repository :
n Pl System § : E
! Doctors P Pharmacy E i :
: P System b |
: .@ © 1 IN\g P i 5
i Patians ~ Laboratory :
H ® ENTRY < > i
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t  Nurses = EXIT Emergency ; @ i
. { Systen o Storage Hardware !
i Admin Monitoring o
: _ ) : : System v '
i Device engineer ¢ bl !
i Another softawer : : o §
. I U J S ;

Fig. 3: E-Healthcare Architecture Using COSMIC-ISO 19761 standard repository. Read represents reading data from data
storage. While the write represents writing data on data storage.

I/O hardware, such as a keyboard, monitor, printer, or mouse, as well as designed devices like sensors, define the
boundaries of software. Also, the software is bounded by data storage hardware like a hard disk, or a Read Only Memory
(ROM), or a Random Access Memory (RAM).

1.

User: E-healthcare contains different users and devices. Various types of users utilize and access healthcare systems,
such as doctors, patients, nurses, admins, device engineers, and other software. They interact with the user interface (UI)
of the system and request a set of services. Each user has a set of permissions to access the system that differs from one
user to another. Doctors have more access powers than the patients. For example, they use the system to create reports,
follow up on their patients’ condition, prescribe and dispense medications, etc. As for the patients, they have very
limited powers. The architecture allows data communications and processing between users and systems which respond
to receive users’ requests.

. Healthcare software systems: in the healthcare area, there are various systems in hospitals such as laboratory systems,

pharmacy systems, emergency systems, monitoring systems, etc. Each system has software that meets user
requirements.

. Data repository: the data repository is representing many databases that collect, arrange, and store data sets for data

analysis are part of a huge database infrastructure, reporting and sharing. It can furthermore share resources between
multiple clients and systems from the data store by reading data from it and receiving written data from the users.

This section shows the architecture of the healthcare system depends on the COSMIC- ISO 19761 standard. Which helps
define the amount of security requirements available in the healthcare architecture. This architecture is considered the basis
of the standard- based approach for the healthcare security system to address various security requirements and to manage
them properly.
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4 Designing A Standard-Based Approach for Healthcare Security System

This section presents the designing of the standard-based approach, that used to improve the security of healthcare system,
based on the system/software security requirements that were clarified in section 3. These security requirements were
defined based on previous academic literature and international standards such as IEEE, ECSS, and ISO standards. These
security requirements are applied on the components of the healthcare system architecture described in section 4. The
standard-based approach uses the COSMIC modeling to show the function kinds of system and software security
requirements in healthcare system architecture.

A. System security requirements

The system security requirements (confidentiality, availability, and integrity) are combined and represented, as shown in
Figure 4. This ensures complete protection of the PHI and protection from any threat that may endanger the healthcare
system. The CIA requirements used in healthcare system architecture, to guide the development team when building a
healthcare system is illustrated as follows:

Users E Healthcare Software ! s Data Repository
- Ty System P—r——t
Access control in e Redundancy
: all the system by X Network Network
"% Identification : §oov b . ; i :
PSSy : Authentication : i Authorization
PK funceien
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¢ E Pharmacy R =

- e _ Errr
Doctors X @ = O - Backop Deis

Antivi Automatic

‘ restart function :
I H ;
J R
Nurscs ' : E Laboratory 5
X @ Svstem O o W
' Redundancy
' Astiviras somati 3 v 3
' m:n Senction H : Data
Patians ' : H
£ R
p : Emergency : ?
X System O w
. = f Antivires
g ' Ansomatic
- restart fanction
Admin ‘ PKI function
Device engineer £ R
i Monitoring 3 :
X @ System't w
Another softawer Antivires
Automatic
restart function

Fig. 4: System Security Functions: COSMIC Modelling View
1. System confidentiality functions

The system confidentiality function is the first function in the system security requirements. To obtain a high degree of
confidentiality, the rules on access control should be set by using an (identification, authentication, and authorization)
function. These three functions have been applied to the healthcare system architecture, as seen in Figure 4. Which shows
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that the users should enter an identification function and authentication to verify their user identity and allow them to have
access to a particular healthcare system to use the services want. The access control uses data storage for reading their entry
data, also for recording their data moves thereon. In turn, the access to services is determined according to the authority of
each user to assure the person who has successfully authenticated has been granted access to system areas.

2. System integrity functions

To ensure the data integrity, a set of security requirements is followed as seen in Figure 4. Which shows that back-up
copies of the data are retrieved from the data repositories and kept offline to save a data copy and preserve them from loss
and damage. The firewall is used to monitor and control the flow of traffic across the network and to prevent unauthorized
access by any user. Also, the antivirus is used to prevent any virus or spyware from taking over the system, so the antivirus
and firewalls should exist in each device that has a healthcare system. The PK/ technique is used to control access and
provide secure communication channels when sharing data between different healthcare systems.

3. System availability functions

The availability function is considered a critical function because of the sensitivity of the healthcare systems data.
Wherefore, the healthcare systems should be ensured available 24 hours a day by following a set of functions, as seen in
Figure 4. To ensure the network is always available even when any problem occurs, the healthcare system should be setting
redundancy for servers and networks. Data redundancy is also used to ensure that data is always available and to guarantee
that data can be accessed even in cases of system failure. As for health care systems failure problems, the automatic restart
is used to force the system to restart.

B. Software security requirements
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Fig. 5: Software Security Functions: COSMIC Modelling View
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The software security requirements are preventative measures taken to ensure that vulnerabilities aren’t inserted into the
software. The software security requirements should be considered in the early stage, to guarantee the healthcare software
system is secured and protected from any tampering or hacking that may occur. The function types of software security
requirements required to achieve a high level of healthcare system security are listed below, as shown in Figure 5.

1. Access auditability, the healthcare software system should have an audit log to record the information’s users have
accessed such as: (date, time, the accessing of software frequency, data access, users ID, and the user device type
used to access the software. In case of any software hack detected, the organization system immediately takes an
appropriate measure accordingly.

2. Data corruption prevention: the healthcare entities should always keep the data and source code protected from any
corruption by saving it in offline backups.

3. Access confidentiality, the healthcare software system should have a preventative measure to restrict and prevent the
users from any illegal access or operations by using multiple- access technologies.

4. Encryption/Decryption, the healthcare software system should have this mechanism to the sensitive data inside the
healthcare software.

5 A Standard-based Approach for Healthcare Security System Based on COSMIC-ISO 19761

Healthcare software systems are considered critical systems, so should have a high level of security, which impacts
achieving a high level of confidentiality, integrity, and availability for the healthcare system. The proposed standard-based
approach ensures that the security requirements are applied to the whole architecture healthcare system. Which considers
the security requirements for the healthcare system, software, and data communication. This standard-based approach can
also become a reference approach for improving the security of health care. Figure 6 shows the final standard-based
approach for the healthcare security systems after considering both software and system security requirements.

6 Case Study

This section explains an instance of utilizing the proposed standard-based approach for the healthcare security system. In a
daily working, each employee, doctor, and nurse use After a patient file is finished, the doctor uses his or her computer to
generate or amend it before sending the finished file to the shared central data store. Original document, or a portion of it
remains on the user’s computer. This puts the healthcare system at risk of being attacked by attackers. For example,
malware called ransomware encrypts data and locks down computers until a ransom is paid for it. [50]. When this happens
in healthcare systems, sensitive functions are delayed or become ineffective. Failure in patient data can put lives at risk.
Hospitals are therefore compelled to resume using the traditional method, i.e., paper and pen, thus sluggish medical
procedure, delaying patient care, and slackening medical procedures and tests. For healthcare organizations that have not
prepared for such attacks, which restrict access to files and systems, ransomware can be particularly damaging for day-to-
day operations. So, every healthcare system should take certain measures to strengthen protection against ransomware by
appropriately securing systems, and software.

The ransom can be much higher cost than the security measures. Therefore, to safeguard the healthcare system from this
threat; the healthcare entity should adopt a proactive approach. In this example, a set of system/software security
requirements is used to protect the pharmacy system in healthcare system from ransomware.

One of the various systems used in pharmacy system, Electronic-prescriptions (E-prescribing) software. This allows to
create new prescriptions, track the previous ones, cancel it, or renew them. To keep the pharmacy system protected from
any violation, there are a set of security requirements should be applied, it is illustrate below as seen in Figure 7 and Figure
8. Ransomware viruses infect the device in different ways; deceptive emails that have malicious attachments, clicking a
malicious link by the user, and displaying an ad that contains malware. This is usually caused by the user’s unawareness of
how this software penetrates the devices.

C. To solve security challenges, the first step in protecting the system is to implement a suitable strategy for training the
users [52]. Therefore, training on the right way it is advised that PHI be used and handled in decrease data breaches
generated by employee errors.

D. Restrict access to the pharmacy system only to allowed users, by using an access control method (identification
function, authentication, authorization.

E. Protecting from attacks needs an active strategy that focuses on prevention. Malware is especially hard to stop after it
has made its way into the computer system. Therefore, it is recommended to use the antivirus and the firewall.
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Fig. 6: Standard-Based Approach for Healthcare System Security Requirements

F. Keep back-ups data up to date of prescription files and keep them offline. The thing that makes malware so dangerous
is usually the impact on an organization. If the organization stores data in multiple places, it will be easier to handle
attack operations, even if attackers have stopped elements in your network.

G. The prescription is an important factor for the treatment of patients, and any deletion or blocking of it by ransomware
may harm the health of patients greatly. So, to ensure that data is always available and to guarantee that prescriptions
files can be accessed even in cases of system failure should be used data redundancy, by providing a copy of
prescriptions from the data repository system when needed.

H. Encryption of the prescription files is the best strategy to prevent access to patient data.

I.  Accessing auditability in the healthcare system helps the software detect any access via unauthorized devices. Also, it
helps track changes that have been made to the data. Then finds out the source from which this data has been tampered
with. It tracks the date and time when the attacker accessed and modified the data; identifies information about the
device used the attacker to help find out who was responsible for downloading the ransomware on the healthcare
system and to make the employees more careful about their movements.
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J. Access confidentiality is important in the healthcare system to monitor the access of users to the software to see if a
user performs illegal operations.
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Fig. 7: System and Software Security Requirements to Prevent the Ransomware
1. Conclusion And Further Work

In recent years, the security of data is one of the most obstacles encountered in the healthcare system. Moreover, the
healthcare systems have had the highest cost of breaches. The combination of sensitive patient information and
vulnerability makes the healthcare system the most attractive target for criminal groups. Therefore, it has become necessary
to develop systems that provide full protection for patients and take security requirements into account from the early
stages. Security requirements are identified to solve a specific security problem or eliminate a potential vulnerability.
Standard security requirements enable developers of security controls to impose specific restrictions on the system
functions. Since security is generally defined as NFR, organizations commonly release security fixes after the development
has been completed, or when security problems are encountered. This often increases the risk of having some security
flaws. Therefore, security issues are ignored in most healthcare systems, and software engineers usually fail to give
appropriate attention to security problems. The research work presented in this paper has introduced a new standard-based
approach for healthcare system security. For designing this approach, the security requirements are involved in the early
phases of system implementation to raise the security of the healthcare systems, by focusing on security from the
beginning. This combines security system requirements and security software requirements. The standard-based approach
is designed to improve the security in the healthcare architecture, which are designed according to the COSMIC ISO/IEC
19761 standards. This standard-based approach creates an efficient system that aids professionals in the medical field and
security management.

In future work, we look forward to making the requirements adaptable to any changes that may occur, and we also look
forward to applying them to a real system such as Hakeem. A running example was introduced for the proposed standard-
based approach. This example studied one of the most famous threats to the healthcare systems (i.e.), ransomware. In future
work, we look forward to applying this proposed approach to all kinds of threats that can occur in the healthcare system.
The internal threat validity includes a small case study. Thus, the case study did not cover the whole research paper. Also,
the internal threat validity in this research paper may face difficulty in finding similar research which talks about security
requirements in healthcare systems. The external validity in this research paper refers to the generalization of the approach.
Contrary to construct validity, which describes the relationship between the experiment's underlying theory and the
observations. Many standards and methods have been chosen to design this example; by combining international standards
security requirements for systems and software to design a reliable and secure approach. We believe that this approach can
be simply employed by individuals knowledgeable in security requirements and COSMIC standard. Anyone familiar with
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security standards could also utilize and adapt to this approach. More especially, requirement specialists, security
engineers, software architects, and people who are working on the development system, specifically healthcare systems,
can utilize the proposed standards-based approach. With this method, healthcare organizations can assess their procedures
and identify any holes in them. These gaps can then be filled partially or fully, by employing this standard-based approach.
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