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Abstract: In PKC 2006, Abdalla et al. proposed a password-based group<kbgege protocol with constant rounds and proved that
protocol could resist the offline dictionary attacks in the random-oraxdddeal-cipher models. Then they proposed an open problem
whether an adversary can test more than one password in the sasioe seish online dictionary attack. To answer this question,
they presented an online dictionary attack against their own protocolesidrdd that this new method is invalid to their protocol. In
this paper, based on Abdalla et al’s attack, we propose a modified attac&pply it to their protocol. The result shows, under the
same assumption, our attack can test more than one password. Weeahalyeason of this problem and develop a countermeasure to
recover it. Finally, a security analysis in the random-oracle and ideakcipbdels is presented to the enhanced protocol.
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1. Introduction repeats guessing all the possible passwords in his
dictionary with the responded information.

Authenticated group key agreement protocdl®]3,4,5] In PKC 2006, Abdalla et al. proposed a
enable a group of players communicating over anpassword-based group key agreement protocol with a
insecure, open network to establish a shared session keyonstant number of round44] based on the protocol of
and to guarantee that each user indeed shares this sessiBirmester and Desmedt]. Then they proved that their
key with the others. Password is one of the idealprotocol could resist the offline dictionary attacks in the
authentication approaches to agree on a sessionék@y [ random-oracle and ideal-cipher models under the
in the absence of PKI or pre-distributed symmetric keys.decisional Diffie-Hellman problem. Furthermore, they left
Low-entropy passwords are easy for humans to remembesn open problem whether an adversary could test several
but can not guarantee the same level of security apasswords (This is different with the usual online
high-entropy secrets such as symmetric or asymmetrigjictionary attacks) within one session. They presented an
keys B,9] so a password-based group key agreemenpnline dictionary attack against their own protocol and

protocol may easily suffer from the so-called dictionary declared that it wound not threaten the security of their
attacks 10,11]. Dictionary attacks can be classified into protocol.

two classes 12]: online dictionary attacks and offline

ones. In online dictionary attacks, an adversary usually Our work mainly concerns about this new online
attempts one guessed password by participating in a kedictionary attacks, which test several passwords within
agreement protocol. If the attempts failed, the adversarnpone session. We try to modify Abdalla et al.’s attack so
shall send another message to initiate a new session untihat at least more than one password can be tested in one
he finds out the correct passwal8]. In offline session. Then we give our analysis on the possible reason
dictionary attacks, an adversary selects a password from af the problem. Finally, we propose a countermeasure and
dictionary and sends the corresponding message hprove its security in the random-oracle and ideal-cipher
generates with the password to other users. Then henodels.
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2. Review of Abdalla et al.’s protocol 3.2. The improved online dictionary attack

We can modify Abdalla et al.’s basic attack to test more
than one password with the following method. The
preparation is the same as Abdalla et al.'s attack ALle¢

the number of honest players. The aim of the adversary is
to erasek possible passwords in once. First, the adversary
starts a session in which all the honest players are in the
position of3(: — 1) 4+ 2 fori = 1,..., k. The adversary
plays the role of players/s;_1);; and Us(;_1)43, for

i = 1,..., k. Thus, there arei3players in all. Then, let
{pw1,...,pw,} be a list of candidate passwords that an
adversary wants to try. The adversary getsiooandidate
passwords to test. He chooseg Pandom exponents

In this protocol,&, Dy, : G — G are indexed by d
bit key k which is accessible (as well as their inverses)
through oracle querigsandD. Key generations make use
of hash functiong{ : {0,1}* — {0,1}*,G : {0,1}* —
{0, 1}!¢. Key confirmations apply the functiafiuth : {0,
1}* — {0, 1}!4utn, The protocol runs as follows:

1. Each playelU; chooses a random numbaf; and
broadcastsl(;, N;).

2. The sessionS = Uj||Ny||...||Un||N, is then
defined, in which each player has a specific indleand a
specific symmetric key; = H(S, ¢, pw). Each playelU;

cDooses a random 3xponertt:i and broadcasts T1, T8, T ho1)4 1> T3 (k1) 43 computes the
2] = &k, (%), wherez; = g"'. corresponding; = ¢, and computes; = &, (z;). The

3. Each player extracts; 1 = Di,_,(27;) and  main differences between Abdalla et al.’s attack and ours
Zit1 = Dy (271,), @nd computes the; = 2%, and  are thatky; 1)1 = (5,36 — 1) + 1),pw; and
Ziy1 =z, """ =z He then broadcasts; = Z;11/Z;. ksii-1)+3 = (5,3(i — 1) + 3), pw; in our method, where

4. Each player computes his secrettgs= z'X"~' i = 1,....k. However, allz;s are computed from;

X?+_12~--Xi+n—2, and broadcasts his key confirmation usinrg]; the same candidate password in Abdalla et al.s
messageluth; = Auth(S,{z}, X;};, K;,1). method.

5. After having received and checked all the key Lt X?(ifh)ﬁ E_edthe Val(‘;e _tl_hhat thg playéfs ;1)
confirmations, each player defines his session key a§UtPuts In the third round. The adversary computes
sk; = G(5S, {z;-‘,Xj,Authj}j,Ki). 23(i—1)42 from Z3(i—1)42 USINg the candidatgw;, and

checks Whethezgfi(:l))j;_‘”3“*”“ = X3(i_1)42 holds.
Thus, adversary can eraBeandidate passwords from the

3. Cryptanalysis of the protocol list by this method.

3.1. The basic online dictionary attack 3.3. Problem Discussion

It is easy to understand the improved attack. Suppose that

adversary has the entire control of the network (the formalﬂ?ere a_rehsix p;]layers. Plf';\yelr 2 (‘;"T)d prl]ayeEjS are hc_Jrnhest
definition of this condition can be found in referena®[ P ayers; the others are simulated by the adversary. Then
P : é)layer 1 and player 3 can participate in the protocol with

common guessed passward;. Player 4 and player 6
an participate in the protocol with another common

This attack is a basic online dictionary attack, in which the

number of dishonest players, whose roles are played b
the adversary, is twice the number of honest players, an d Finally. t q
to surround each honest player with two dishonest player juesse passwopes,. Inafly, two wrong passwords can
Let k be the number of honest players. The attack e erased fr_om the dictionary if _thls session falls_. It
. ' .~ should be pointed out that the session may be established
works as follows. First, the adversary starts a session in

which all the honest players have indices of the form". the basic online dictionary attack if the guessed
3(i— 1)+ 2fori — 1 P 32 Then, let{pw ) password is equal to the correct one. The session is sure
- = L,..., K. y Tyeevs m

be a list of candidate passwords that an adversary wan to fail in our modified online dictionary attack even
P y t1.’?1ough the correct password is guessed by the adversary.

to try. To test whethepw; fori = 1,...,mis the correct oo e’ bartial test may succeed between the two
password, the adversary plays the role of players

Usis_1)+1 andUs(,_1)15, and follows the protocol using dishonest players and the honest player if corresponding

pw; as the password. Lex. be the value that the test password is identical to the right one. Then the
i : 3(i—1)+2 :
honest playet,(;_,)» outputs in the third round of this adversary gets the correct password. That is to say, to

rotocol. To verify whether his guesss; is the correct erase more passwords in one session if the guessed
b . guessy: . password is wrong, our method sacrifices the possibility
one, the adversary computeg;_1);o from 23— 1)42

: . to establish a session key when the guessed password is
with  pw; and checks  whether  equation right. y g P
Zao s T = Xy(io1)42 holds. This is the case In our method, that the number can be tested in one
wheneverpw; is equal to the actual password. In this session is identical to the number of honest players. If the
attack, adversary can erase one possible password aftemaimber of honest players is very few, this attack can not
failed test. lead to security problem. However, if many honest
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players participate in this protocol, the security problemqueries; Execute queries are introduced to model passive
can not be ignored. To present their protocol, Abdalla etattack and can easily be simulated with the Send queries.
al. summarizes a principle from their attack to Dutta andThe Send query and Test query are described as follows:

Barua’s protocol 18: Send {7, m): This query models an active attack. can
A player should make sure that the encrypt intercept a message and then either modify it or create a
ion key used by each player is unique to that player.  new one to the intended player. The output of this query
Thus, they develop a hash functio, which each s the response generated by the instalii¢eipon receipt
player's symmetric keyi; can be computed by the secret of the message m according to the execution of protocol P.
passwordpw, so that each player can verify it Byw.  The adversary can initiate the execution of P by sending a
However, in their protocol, only the final session key can uery (U7, start)
be confirmed in the step4 and step5. Namely, they do no%1 N o o
verify whether the broadcasted messagds encrypted Test U7): This query models the indistinguishability
by the expectedk; before X; is broadcasted and the Qf the real session key from a random string. Once the
adversary can gather enough information to test his gues@istanceU; has accepted a session key, the adversary
with z; and X;. Therefore, the order of the steps of their attempts to distinguish it from a random key. A random
protocol is not reasonable, which leads that their protocolit b is chosen. Ib=1, the real session key is returned. If
did not achieve their principle. b=0, a random key is returned. Adversary outputs a guess
bit o’. If b = V', whereb is the hidden bit used by,
Adversary.A wins the game.

4. The enhanced protocol

To cover the gaps, we propose an enhanced protocol. Thg 2 Computational assumptions
protocol runs as follows:

bro;dfaictgwpl?;gpi chooses a random numba; and ¢ Decisional Diffie-Hellman (DDH) problem

2. The sessionS = U1||N1]|...||Un|| N, is then Let G be a finite cyclic group of prime order g is a

defined, in which each player has a specific indeand a ~ 9€neraotr of G. Givertg, ¢*, 9%, ¢*) and (g, 9", 9", 9%)
wherez, y, z € z,, itis difficult to distinguish betweep?

specific symmetric keyt; = H(S, 4, pw). Each playelU; ) : )
chooses a random numberr; and broadcasts j?ld i Formally, define the advantage function
Z;k = 5k7i (ZZHICZ), Wherezi = g*i,; e
3. Each player extracts 1 ||/k;—1 = Dy,_,(2F_,) and (A) = |P7;[A5X)Iy: 1] - Pr[f(};) = ”r'( where
Zi—‘—lHki—Q—l = Dki+1(2,zk+1), and checks whethef;_; = X € (g’g g ’.g )’Y € (g7gD’D‘gH7g )'. The DDH
H(S,i — 1, pw) andkipq = H(S,i + 1, pw). If both the problem is hard in group G lﬂdyc _(A) is negligible
two ’equati’ons hold, he Computég _ andZ;, = for any probabilistic polynomial time adversary.
Civr s ’ -l . AdvEPH(t) is the maximum value ofd running in time
z; = zj{, then broadcast¥; = Z,,/Z;. Otherwise, at mostt
he aroéggﬁsiagrir;ﬁ: aﬁ;i{g?ﬁf&gﬁjgﬁgggh e Multi-Decisional Diffie-Hellman (MDDH) assumption
X"‘é % Py z ts  th (o K Let G be a finite cyclic group of prime order g is a
oo Aidn—2, Al gets € session €Y generaotr of G.Giverig, g™, g*2, ..., g%, gFr T2 tn)

141
sk = G(S, Ki). and (997,97, ..., 9", "), where

T1,To, ..., Tn,Yy € g, it is difficult to distinguish

) : between g**2--» and g¥. Define the advantage

5. Security analysis of the enhanced protocol function AdvM PPH (A) = | Pr

AX) = 1 - Prl[AY) = 1]|, where
5.1. Security definitions X € (9,9, 9%,...

LgT, gt Y€ (g, 972, .., 9%, gY). The
In 2005, Abdalla et al. proposed the real-or-randomMDDH problem is hard in group G ifldv PPH(A) is
(ROR) model instead of the find-and-guess model ofnegligible for any probabilistic polynomial time
Bellare and Rogaway to prove their three-party adversaryA. Adv}PPH(t) is the maximum value of
password-based authenticated key exchange protocoldv®!PPH (A) running in time at most.

This model seems more suitable for the password-based Lemma 1. For any group G and integerthe MDDH
setting and we shall prove our scheme under this model. problem can be reduced to the DDH problem and the
A player may have numerous instances, calledadvantageddv PPH(t) < n - AdvEPH (t). The proof

oracles, of distinct concurrent executions of the protocol of this lemma can be found in referen@&. [

We denote the j-th instance 6f; by U/. The interaction Lemma 2. LetE, E’, and I’ be events defined on a
between the adversarnd and players occurs only via probability space such tha®r[E|-F| = Pr[E'|-F].
oracle queries, which describe the capabilities4fln ~ Then we havePr[E] — Pr[E']| < P[F]. The proof of
the ROR model, Reveal queries are replaced by Testhis lemma can be found in referen@.[
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5.3. Security analysis form (S,i,*) with i € 1,...,n. Thee will be explained
in the next experiment€ and D can be simulated as

Theorem 1. Let P denote the proposed protocol in whichfg|iows:

the password is chosen in a dictionary of size N. For any Encryption query: For an encryption quefy(z||k),

adversary4 running in timet, that makes at most, ;v if a record (-, -, -, k, z,%) exists in the listLe p, the

attempts within at mosf..sion S€ssions, his advantage in glement * is returned. Otherwise, a random valties G

breaking the semantic security of the session key, in theg returned and-, -, -, enc, k, z, ) is added intdL¢ p.

ideal-cipher model, is upper-bounded by: ; . . w\
Adv?)“r‘“k’“(A) < qu%lg N 2nqsess¢ZnAdv3DH(t) Decryption query: For a decryption queBy, (z*), if a

) . record (-,-,-,-, k,*,2*) exists in the list L¢ p, the
+ 2””+2qu“+2"q'““'“'“"’"Ad;g{ (1)+299 /1G1+2active/N | element * is returned. Otherwise ifhas been returned to
(e +9D)°+2¢D+2nGscssion e +24¢ a hash query of the forngS,i, ), we choose number
|G z € G {0} randomly and update the lists p with

an, q¢ denote the number of oracle queries to the (S.i,-, dec, k, z, z*). Otherwise, we choose € G {0}
random oracle${ and g, andqg, qp denote the number randomly and update the list Lgp  with
of oracle queries to the ideal-cipher oracteandD. § .- dec, k, 2, 2*). Finally, z is returned. ’

This theorem shows the advantage of the adversar The simulation above is perfect, except the following

tempts that the acvereary makes and the passive attachyeS Dad events. Fist, that the colisions may appear
P y P dntradicts the permutation property of the ideal-cipher.

are essentially negligible because an honest transcri he probabilty can be upper-bounded by

does not help a computationally bounded adversary |n(qg + qp)?/2|G|. Second,z may be equal to 0 and we

gue;fg;? th\?vgas;ﬁ\gr%rr?]énta|| define a sequence of avoid it in the decryption query. At last, in the case of the
ox eriménts from the ex eri%eﬁtx 0 F qln each decryption query simulation, one will abort executions if
peri ; P Po O BIp7- . e valuek involved in a decryption query is outputted by
experiment, various adversary behaviors are simulate . The probability is at mosty, /21 for each decryption
and the advantages of.an adversdrare upper—bounded_._ query. For anyk involved in a decryption query, if it
At the end of the experiments, we measure the probabllltyComes from &4 query, we know the corresponding pair

|Pr[Suc;] — Pr[Suc;—1]| betweenEzp; and Exp;_;. ; : ~-
Finally, we get the result of the Theorem 1 by the l(g;’[guzjﬂ?;gidi(;rﬁqﬁfﬂ Vv Coly vV Coly), we get

difference of the probability.
. ; . . 1 Bads]|, thus, we havelPr[Sucs] — Pr[Suc]| <
ExperimentEzp,. This experiment simulates the real ¢! 2
P ono b (gs + ap)?/2IG] + 4p/|G| + gpga /2™

attack. The advantage of in this protocol is defined as . : .
ge of P ExperimentEzps. In this experiment, we change the

Adv =% (A) = 2Pr([Suco] — 1 ; i i i
. X . . simulation of the decryption queries, and make use of our
ranggﬁfggg@gfﬁ . dlg tg;sg);ﬁigm;rg’t\r’:’: I?'Srtzl::a;ﬁéhe challenger to embed an instance of the MDDH problem in
Lg, hrer.:,pectively. é;A asks a; query of trr:e Iforrfl‘i, iﬁpw) t(:? 3;0#_)(,:0'7 snj\11u Iit;o.n... Lft )the %Cg"engﬂu?;tfm ilﬁgles
such that a recor@s, i, pw, r) exists in the listL4, thenr TR A LN
. ) decryption queries properly with these tuples. More
is returned. Otherwisey is chosen randomly from rec?;pusl v(\q/e makeF; npew)f[u le each time \F/)vhen a new
{0,1}£%, and (S, i, pw,r) is recorded td.;,. Define the precious’y, . - :
| ' e sessionS appears in a decryption query. However, if

collision event in the output oL by Coly. Then the . X
probability of that bad pevent isy upopgr-bounder by several queries are asked with the sashé¢he challenger
outputs the same tuple.

2 /2L Similarly, the probability of the collision event )
T/ y D y The latter tells us that, given a tuple outputted by the

Colg in the output ofG is upper-bounder by;2 /259,
Expo and Exzp, are perfectly indistinguishable unless challenger, and for any randomly chosen, ez, - - -, en),

that the bad evenBad; (= Coly V Coly) occurs. Thus, e UPIE (71", 75%, -+, 45, AP, A9, - AGe€) has

we got |Pr[Suci—Badi]| = Pr[Suco—Bad;]. By the same distribution as the original tuple. We make this
lemma 2, we haveéPr[Suci| — Pr[S property as follows, by modifying the sub-case previously
uco)| < F”T[Badl] _ q5/2Lg + q?Q{/QLH considered for new decryption queries in the experiment
Experiment Exp,. This experiment simulates the £ZP2: _ _ .
ideal-cipher oracleg andD by maintaining a list¢ p, Decryption query: For a decryption queby, (z*) such

which keeps track of the previous queries-answers andhatk = #(S,i, ) was previously obtained fror# for
links each query to a specific playdre p has the form  some valid index, we query challenger for getting a tuple
(S, i, e, type, ' (V1,725 5 Yns A1 A2, - -+, A ). Then we choose € Z7

k,z, z*), wheretype € enc,dec. Such a record means randomly, add the recor, i, e, dec, k,z = 7¢, z*) into

that Z* = &(z||k), and type indicates which kind of thelistL¢ p, and returre.

queries generated the record. The indéxdicates which The records in the lisL¢s p has been defined. The
player is associated with the kéy while S indicates the changes above of the simulation on the decryption queries
session with which should be handled. These values ardoes not modify it in the view of the adversary. Hence,
all set to null if & does not come from & query of the  Pr[Sucs] = Pr[Sucs]
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ExperimentEzp,. In this experiment, we simulate the 27 € G, and sends it with no decryption. In the third
Send query in the second and the third round. When theound, U, simply computes and sends; = X\;/\;_1.
sessions is defined,U; computes the symmetric keys as This simulation is perfect since we do not need anymore
k; = H(S, j,pw), for all player;. to computeK;. Thus, the probability of the Encrypt event

In the second round/; chooses a random number is less than the probability of first flows manufactured by
z* € @ to be broadcasted, and asks, (z;) with the  the adversary. We hav@r|[Encrypts] < qactive/N

7 7

simulation in Ezps. As the resultg; is added to the list In the above, the collisions in the output &f have
Le p, if zf hasn't been in the list. But the latter event can been eliminated in previous experiments and we can get
not happen with probability greater thag . the Theorem 1.

In the third round, U; recovers
zi1|lki—1 = Di, ,(27_1), zix1llkit1 = D, (2551),

and checks whetherk;_; = H(S,i-1,pw) and 6. Conclusions

kix1 = H(S,i+1,pw). If 2z and 27, have been

simulated in the second round, we gets; ande;11 in |n this paper, based on Abdalla et al.’s attack, we propose
the list Lg p such that; 1 = ;)" andz;41 = %11'-  a modified one and apply it to their protocol. The result

Otherwise, thisz} has been previously answered by the shows, under the same assumption, our attack can test
encryption oracley, (z||k), wherek = H(S,i,pw) isthe  more than one password. We analyze the reason of this
correct key forU; in sessionS. We mark such an eventby problem and develop a countermeasure to recover it.
Encrypt. In such a case, the simulation is terminated andrinally, a security analysis in the random-oracle and

the adversary wins. Thus, we gets; =+, ideal-cipher models is presented to the enhanced protocol.
zio1 = ;7" ziq1 = 75,1 correctly and then computes
Z; = CDH(zi-1,2) = MN39Zi =

CDH (i, 2i41) = A" X; = Z;i11/Z; is broadcast. ~ Acknowledgement
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