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Abstract: In this paper, using the method of statistical physics, a new encryption method is proposed that provides its own
transformation for each cell of information, i.e., the perfect secrecy of information. This new method is based on the Lieb-Liniger
model, which describes a gas of bosons in one-dimensional space.
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1 Introduction

At the present time, information technology penetrates
into all spheres of people’s lives. Therefore, the most
urgent task of our time is to ensure the security of coding
and transmission of information.

Information security is directly related to:
1-probabilistic nature of the compilation of coding
programs (even on the basis of AES [1] at present and
2-process of information transfer, namely, the process of
transferring the program code of the transmitted
information from the sender to the receiving side of the
information, which is associated with the possibility of
getting information to a third party, or misinformation by
the third party.

Eliminating these shortcomings is possible by
switching from the probabilistic nature of programming,
when several cells of information are covered by one
transformation, to the transition to the exact definition of
the transformations of each own cell, by solving the
equation for functions of s (s-the total number of cells) of
variables.

With the probabilistic nature of the encoding, each
letter corresponds to several cells with binary symbols,
and when deciphering the information, it is easy to
calculate the original information due to the difference in
the probabilities of the symbols corresponding to the
letters.

With an exact definition of the transformations of
individual cells, each letter corresponds to one cell and,
accordingly, the probability of each cell will be equal

(that is, the Shannon’s perfect secrecy condition [2] is
satisfied) and this ensures perfect secrecy of information.

The second drawback associated with the transmission
of information can be eliminated by providing own codes
and decodes to the sender and recipient of information.

In this paper, using the example of information from 6
cells based on the methods of statistical physics, namely,
on the basis of the Lieb-Lineger model [3] and [4] for
systems of bosons, as well as on the basis of the Shamir’s
three pass protocol [5] method (see figure below) for
information transfer, the elimination of the above two
shortcomings is shown.

Earlier, in works [6], [7], [8] this elimination method
is shown on the basis of information consisting of 3 and 4
cells for binary characters. Part 2 of the article is devoted
to an overview of the work of Lieb-Lineger and [3], in the
third part of the article, the example shows three pass
transmission of 6 cell encoded information. In the 4th part
of the article, for clarity, this transmission is shown in
matrix form. Part 5 is devoted to conclusions.
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for yinthe domain R; : 0 <x; <xp <...<xy <L

2 Bethe Ansatz for Bose gas

Following [3], consider the solution of the time
independent Schrodinger equation for s particles
interacting with the potential in the form of a delta
function

o, if  xi=xj,
6(|xi_xj|):o if xﬁng]

in one-dimensional space R:

h2 N
—— Y Aiw(xi,xa,. . x)+
2m =

2¢ Z O(xi —xj)y(xi,x2,...,x5) =

1<i<j<s

EW(-XI;XZa"'a-xS)a (])
where the constant ¢ > 0 and 2c is the amplitude of the
delta function, m = 1-massa of boson, 7 = 1-Plank
constant, /\-Laplasian, the domain of the problem is
defined in R: all 0 < x; < L and the wave function y
satisfies the periodicity condition in all variables. In [3], it
was proved that defining a solution y in R is equivalent to
defining a solution to the equation

51
*i;%ﬁxt“/’:Ew’

with the boundary condition

and the initial periodicity condition is equivalent to the
periodicity conditions in

W(valv"'axs) = ll/()C] ’ "'7xS7L)7

aW(anZa"'vxS)| _ alII(xza"'vxSax)|
dx =0 ox =h

Using equation (2) we can determine the solution of
equation (1) in the form of the Bethe ansatz [3], [9], [10]:

Y(xy,...,x5) = Za(P)Pexp <ikaixi> 3)
P i=1

in the region R, with eigenvalue E; = ¥}_, k7 where the
summation is performed over all permutations P of the
numbers {k} = ky,...,ks; and a(P) is a certain coefficient
depending on P:

a(Q) = —a(P)exp(i0; ;),

where 6; ; = 0(k; —k;), 8(r) = —2arctan(r/c) and when
ris areal value and — < 6(r) < 7.
For the case s = 2, one can find [3], [4],[7], [8]:

a 2(k1,k2)ei(k1xl+k2x2) T+ ay 1(k1,k2)ei(k2x1+k1)‘2)'
and

ikyay o+ ikiar | — ikyay » —ikrar ) = c(aip+an ),

or
wy = k)
' c+ (kp—ky)
If we choose
ajp = eikixithox)
one gets

ei(k2X1+k1X2) — _C_ (kz — kl) i(kyxy +hoxy) —

oy _dy dy  dy .
(g - a_xk)|xj:xk+0 - (g - a—xk)|x_,~:xk,o =20Yyj=x c+ (ko—k)
! ! ) — i1 pilkixi+hoxa)
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3 Application of Bethe ansatz in information
technology

Let’s consider how the last equation can be used for three-
stage information transfer. Let Alice encrypt information

X — ei(klxl+k2x2+k3xg+k4X4+k5)c5+k6x6)
using the encryption key
Ey = ¢%21¢1%2,0103 5i06.4 51035 4i05.6
and send encrypted information to Bob:
(E1, X) = e021 610221013 6104 51655 51656 5

ei(kl X1 +kpx +kaxz+kgxq+ksxs+kexe)

ei(kle “Fhkaxy+kyx3+kexq+kzxs+ksxg)

Bob receives this information and encrypts it with his key:
E,= 0104101962 51023 5165 4 01 5 163 6
and sends the double-encrypted information back to Alice:
(E2 (E] 7x)) — el'64'1 ei66‘2€i62'3 ei65‘4ei6]‘56i93’6 %

koxy +kgxo+kix3+kexa+kaxs+ksxg) _

el
ei(k4x1 +hexp+kyxz+ksxa+kyxs+kzxg) )
Having received the latest information from Bob, Alice
decrypts it with her key

D1 — eiGg‘l el’e]‘zeies‘g ei92’4ei96‘5 ei94‘6 .

(D] (EZ(E] ,X))) — €i63‘l eie]‘2€i65'3€i92’4€i96‘5€i94‘6 %

ei(k4X1 “+kexo+kyxz+ksxg+kixs+ksxg)

_ ei(k3x] +kyxp+ksx3+koxg +kexs+kaxg)

and send it back to Bob. Now the information is covered
by Bob’s key just one time. Bob, having received this
information, decrypts it with his decoder key

D2 — el'65'1 ei63‘26i66'3 ei61‘4ei64'5 ei62'6

(D2 (D] (EZ(E] 7x>))) — ei95‘1ei93,26i96‘3ei91$4ei94‘5ei92‘6 %

ei(k3xl “+k1xp+ksx3+kyxq+kexs+kaxe)

ei(klxl “+hkpxy+k3xz3+kgxq+ksxs+kexe) )
The latest information matches the information that Alice
wanted to send to Bob.

To adapt the results obtained in Chapter 3 for modern
computers, which are based on matrix coding, we
introduce a permutation operator P, which we denote as
follows:

©

ei(k2x1 +kixa) Z l—(kz)q ‘f'kl)CZ)’Z =

!
i=0 ™

¥ ol e[

i=0

¥ o] 2] -

From the last equation, after taking the logarithm, we

obtain equality:
ka| _ 5k
kl=rle)

p- )]

Then Alice’s encryption key

where

E] — el’ez‘] ei64‘26i91’3 €i96‘46i93‘5 ei95‘6

can be represented in matrix form:

E\=

Similarly, Bob’s Encryption key and Decription keys
in matrix form are:

1
1
1
Ey= ;
1
1
1
1
1
D= 1
1
1
1
1
1
D=
I
1

Matrices E; and E, are commutative:
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1 1
1 1
1 1
E] X E2= 1 = 1
1 1
1 1
1 .
i Similarly:
X 1 =
1 =
i 1
I 1 1
Dy =E; " and D3 x Er= 1
1 1
1 1
1
Ez X E1= 1
1 1
1 1
y 1
1
1 I
! 1
o 1
1
1
T 1
1
_ 1
1 - 1
1 1
1 1
- ]
1
1 Let the initial information in a binary representation
have the form:
We can also show that D; = Efl is inverse to £ and:
i - 12
1
i 10
D1 X E1: T
1
L Then
i i 0]
! ! 0] [ 1]
! ! 0 _[1]
. i = Nl
! ! 0] [0]
1 1 0]
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I 0] [1
i 0
1 1 1
E2E1X= 1 X = 0
T 0] [0
i RE
1 1
1 0
1 1
D1E2E1X= 1 X 0
1 0
1 1
_[ 0]
0
0]
!
!
DD E>E( X= 1 ! X %
1 T
i (0]

[
EEREER
I
B

4 Conclusion

This work proposes a new encryption method based on
the Lieb-Liniger model, which allows the translation to
provide for each cell its own encryption transformation.
For this purpose, we use the solutions of the Schrodinger
equation for the boson system interacting with the
potential in the form of a delta function.

The advantages of this algorithm and information
transfer method:

1.Complete diffusion of component bits at each stage of
information transfer.

2.The cost-effectiveness of the algorithm, since good
diffusion is provided by a small number of bits. If
modern programs require 5 cells to express letters,
then in our approach it is possible to express letters in
one cell.

3.Since each information cell has its own
transformation, it follows that the prior probabilities

and posterior probabilities of each cell are 1/n (where
n is the number of information cells), which means
that the system satisfies the Shannon perfect secrecy
condition.

4.Equality of zero correlation between plaintext and
ciphertext, which is a condition for perfect encryption.

5.The lack of a key transfer process between partners is
the most dangerous part of information transfer.

6.The possibility of using the proposed programs, both
on modern computers and in quantum computers.

7.Possibility of programming the direction of
propagation of bosons in one-dimensional space.
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