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Abstract: With the rapid growth of industry 4.0, the Industrial Internet of Things (IIoT) is considered to be a promising solution for
converting normal operations to ‘smart’ operations in industrial sectors and systems. The well-known characteristics of IIoT has greatly
improved the productivity and quality of many industrial sectors. IIoT allows the connectivity of many industrial smart devices such as,
sensors, actuators and gateways. The connectivity feature makes this critical environment vulnerable to various cybersecurity attacks.
Subsequently, maintaining the security of IIoT sys-tems remains a challenge to ensure their success. In particular, authenticating the
connected IIoT devices is a must to ensure that they can be trusted and prevent any malicious attempts. Hence, the objective of this
survey is to overview, discuss and analyze the different solutions related to de-vice authentication in the domain of IIoT. Also, we
analyze the IIoT environment in terms of characteristics, architecture and security requirements. Similarly, we highlight the role of
(machine-to-machine) M2M communication in IToT. We further contribute to this survey by outlining several open issues that must be
considered when designing authentication schemes for IIoT. Fi-nally, we highlight a number of research directions and open challenges.

Keywords: I1oT; M2M Communication; Authentication, Industry 4.0, Cybersecurity

1 Introduction

The expansion and use of the Internet of Things (IoT) in
modern life have given humanity a more sophisticated
existence. An IoT system is comprised of a huge
collection of interconnected smart nodes that gather and
exchange information about their  surrounding
environment without human intervention. Examples of
these smart devices are sensors, actuators and smart
meters[1]. The Statistica report estimates that there will
be around 75 billion connected devices worldwide in
2025 [2]. IoT can be found in every domain of our daily
lives, such as health, agriculture and transportation. One
well-known domain that utilizes’ IoT technology is the
industrial domain.

An extension of IoT is the Industrial Internet of
Things (IIoT). It includes similar features of IoT like
inter-connectivity and saving human effort. However, it
varies in its utilization, the IIoT is deployed for industrial
reasons such as the manufacturing domain, product
optimization and other management systems, whereas
IoT systems are primarily used for consumer services like
fitness trackers and smart phones. IloT depends on

machine-to-machine (M2M) communication between
devices, as it plays a major role in active monitoring and
control. The benefits of utilizing IIoT include high
flexibility and low maintenance costs while offering new
services to manufacturers.

On the other hand, the adoption of IIoT introduces
severe security risks. Such risks arise due to the missing
or lack of essential security features. For instance,
successful attacks targeting availability or operational
safety in industries can be catastrophic. The 2015 Ukraine
power utility attack is a prominent example[3]. In fact,
depending on the targeted facility, outages might impact
not only a single business but also customers, suppliers,
or even a nation’s vital infrastructure. Hence, security is a
major requirement in IIoT environment.

Among the many security needs for IIoT,
authentication is of particular importance. In an IloT
system, authentication is primarily used to manage the
identification of communicating devices validate their
identities. Hence, authentication between communicating
entities in M2M setup is crucial as it countermeasures
various cybersecurity risks[4]. Due to the resource
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constrained nature of IIoT, it is important to adopt a
lightweight authentication mechanism. So, this paper
provides a thorough overview of authentication solutions
in IIoT.

2 Background

2.1 IloT

The industrial internet of things, or IIoT, is an
environment where industrial smart nodes are connected
through  communication  software and  operate
collaboratively to achieve a complex industrial task all
without human intervention. Another definition of IIoT is,
a system that is comprised of interconnected industrial
smart nodes, cyber-physical assets and optional edge or
cloud computing technologies[5]. These industrial smart
devices can collect, monitor, exchange and analyze huge
amounts of real time data within the industrial
environment and act upon the generated information to
enhance the overall production value. This value includes
but not limited to; enhancing productivity, reducing
consumption of energy and enhancing product quality.

As the popularity of IIoT increased, the benefits they
introduced to manufacturing plants aided in the
development of industry 4.0. To be specific, Industry 4.0
at a manufacturing plant operates on one basic principle:
to combine numerous machines, companies and facilities,
to develop a unified chain. This unified chain can benefit
from optimizing and automizing operations. However, in
order to take advantage of the various opportunities that
are present in IloT and industry 4.0, companies must
make major changes in every aspect of their business. The
first pre-request in order to adopt such technologies is to
transform the business to function seamlessly in a digital
world[6].

IIoT will potentially make a paradigm shift in the
entire industry. To illustrate, a German manufacturing
company, which was involved in Industrial Internet
Consortium (IIC) is currently tracking the position of
expensive power tools so that these tools can be
configured remotely with the right parameters. On a wider
scale, in the oil and gas industry, pipeline monitoring and
early detection of leaks can prevent hazardous incidents
from occurring. IIoT

2.1.1 Industry 4.0

In 2011, the industry 4.0 or “industrie 4.0” was
proposed in the context of advancing the German
economy[7]. There are several key technological enablers
which drive industry 4.0, namely; IIoT, big data, artificial
intelligence, robotics and machine learning. This

revolution would result in a highly autonomous and
dynamic production network with the goal of increasing
industrial efficiency and transparency. The
computerization of industrial processes is going to be met
through the utilization of cyber-physical systems (CPS);
thus, allowing the interconnected entities to behave as
smart devices and autonomously achieve a common
goal[8].

2.1.2 IIoT characteristics

Primarily, based on the relationship between IoT and
IIoT, characteristics present in IoT are no different than
those present in IIoT. Main characteristics can be identified
as follows[9]:

—Heterogeneity: IoT devices use diverse set of
protocols, different architectural designs and a wide
range of specifications. Mostly, they can communicate
with different devices and platforms through
networks. However, the heterogeneous nature of these
devices caused an absence of common security
features[10].

—Resource limitations: [oT devices have limited
computational, communicational and  storage
capabilities. Therefore, in order to increase system
efficiency, algorithms should be designed to be simple
and lightweight.

—Connectivity: connectivity is a default characteristic
of IoT which allows both accessibility and
compatibility. Accessibility is achieved by entering
the network, whereas compatibility contributes
towards the common capability to consume and
produce data.

—Real-time processing: IoT systems produce huge
amounts of data, effectively processing these data is
essential to provide efficient systems.

—Scalability: is a system’s capacity to adapt to
changing circumstances and meet future demands.
which entails expanding the network to accommodate
the growing number of hardware devices and software
units on the network, as well as vertical scalability,
which has to do with the capacity to improve the
performance of current software or hardware by
utilizing more resources[11].

2.1.3 IIoT architecture

There is no fixed standards in the establishment of IoT
infrastructure; indeed it is based on the application or
domain used. Primarily, the three-layer hierarchial
architecture is utilized to start a basic communication
among devices in IIoT. The three layers are namely;
perception, network and application layer. The additional
support layer is mainly used for the exchange of
information and implementation of data control
procedures.
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The five-layer architecture is comprised of an extra
business layer intended to manage the whole system[1].
As demonstrated in figure 1, the first layer contains
physical components, the second layer contains
communication nodes, the support layer includes storage
units, and the fourth layer is the interactive layer. Below is
a detailed description of each layer[12].

by the network layer. It acts as an intermediary
between the end user and the connected device.
Application layer may advance, dependent on
software, with minor or no change to other layers.
Thus, securing this layer is challenging as software
modifications introduce new weaknesses.

loT Layers

E Deliver application services through
APPLICATION LAYER | [CMCtORP e

Data processing, analysis and

& ) \{::}) SUPPORT LAYER )storage

|

=
— Data transfer using wired or
b SIENADEIOL )wireless transmission

N

o
OQO PERCEPTION LAYER) Data gathering with physical sensors

Fig. 1: Architecture of IloT.

—Perception layer: also referred to as the physical
layer. Its main responsibility is to sense and collect
data about the surrounding IIoT environment. This is
done with the help of different technologies such as
Radio frequency identification (RFID), GPS and
wireless sensor networks (WSN). However, this layer
is very sensitive, which makes it vulnerable to
malicious attacks. Also, this layer suffers from
limitations in terms of computation and energy, which
affects the efficiency of the entire system.

—Network layer: also referred to as transmission layer.
It is responsible for connecting network devices,
smart things and networks to each other. It carries the
information collected through sensors to the support
layer. Either a wired or wireless trans-mission
method, such as 3G, 5G, WiFi, ZigBee, and
Bluetooth, can be used. The main challenge in this
layer is maintaining a high-reliability link for secure
communication between devices.

—Support layer: also referred to as middle ware layer.
To increase the three-layer architecture security and
protect against threats, an additional support has been
proposed to eliminate any unnecessary information
and extracts the useful information. Which contributes
to enhancing the overall system performance. Also, it
implements big data processing modules and cloud
computing. Thus, making it vulnerable to security
issues related to the cloud.

—Application layer: also referred to as the service
layer. It depends on the data gathered by the
perception layer and the communication established

In 2017, the Industrial Internet Consortium (IIC)
introduced a working IToT frame-work; it is referred to as
Industrial Internet Reference Architecture (IIR). It is used
as an architectural standard for most IIoT systems. As
demonstrated in figure 2, The architecture is comprised of
three principal tiers[13]:

EDGE TIER
ENTERPRISE TIER
Access  PLATFORM TIER serviee
I Network Network
= : c
Sensor \ > -°
oaTAFiow B= [oarariow ‘E
—~ Logic
'v — " @ > gl Rules
g CONTROL Q | controL e
FLOW o Fata FLow S0
Actuator Transform  Analysis I'_]@

f Portals
Device
Management

Fig. 2: Three-layered IIR Architecture.

—-Edge tier: it is responsible for collecting data from
edge nodes and forwards it to the information domain.

—Platform tier: it is responsible for analyzing the data
coming from the Edge layer to upper layers.

—Enterprise tier: it is responsible for hosting
particular applications (e.g. end-user interfaces)
among others. Also, it creates control commands to be
forwarded to the Platform and Edge layers.

2.1.4 TIoT security requirements

As an essential step towards having a secured and
trusted IIoT system, we have to outline and discuss the
major security goals for IIoT operation which are the
following[14]:

—Access control: only a suitable access control
mechanism will enable IIoT nodes to communicate
securely. This is accomplished through authentication
and authorization as well as some data policies.

© 2023 NSP
Natural Sciences Publishing Cor.


www.naturalspublishing.com/Journals.asp

956 N SS >

S. A. Noura, Z. Rachid: Authentication Solutions in Industrial Internet of Things:

—Authentication: the initial step in securing any
system is to authenticate legitimate identities and
build a trust-based communication among the sharing
environment. Verifying the identity of IIoT devices is
crucial to prevent unauthorized access to the system.

—Authorization: the process of permitting legitimate
nodes access to different re-sources based on rules or
conditions.

Confidentiality, Integrity and Availability (CIA triad)
are the three foundational principles of information
security[15].

—Confidentiality: ensuring that IIoT nodes are
protected from unauthorized disclosure and access.
Usually, maintaining this property is done by
converting data into unreadable format with the help
of cryptographic algorithms.

—Integrity: ensuring that data transferred between IIoT
nodes is accurate and has not been misused or
tampered with.

—Availability: ensures that resources are always
accessible and available. In IIoT, disruption in
production and threats to safety measures can be done
through many denial-of-service (DoS) attack
techniques.

2.2 Machine-to-machine (M2M)
communication

Machine-to-machine communication (M2M), also
referred to as Machine-type-communication, implies
communications between a huge number of cooperating
nodes that exchange sensed data and make decisions with
minimal to no human interference. Currently, there are 5
billion M2M nodes have been connected to wireless
networks, and according to estimates from Cisco and
Ericson, that number will increase up to 500 billion by the
end of the decade[16].

2.2.1 M2M architecture

From a functional perspective, the general
architecture of M2M communication consists of three
fundamental interconnected domains which are the
following[17]:

-M2M domain: it contains a set of devices that are
utilized for running the M2M applications. A variety
of these devices are equipped with built-in sensors to
detect changes, while other devices only consist of
storage capabilities. M2M devices are able to
exchange the senses, the connectivity between these
devices is achieved through a small area network (e.g.
ZigBee, WiFi, Bluetooth) for forwarding and
receiving data to or from the network domain.

Server -_—
Application
Services

Application Domain

Fig. 3: M2M Communication Architecture.

Network domain: it contains an array of
heterogeneous network devices allowing the M2M
domain and application domain to communicate. The
access technology utilized by this domain includes,
but not limited to, WLAN, Ethernet, UTRAN and 3G.
—Application domain: it contains the remote servers
which are responsible for storing the data collected by
the M2M devices or other network nodes. The data is
then made available to authorized users through an
application. These applications in turn allow remote
monitoring, remote sensing and remote control of
data.

2.2.2 M2M in [IoT

Multiple industrial processes are interconnected using
intelligent devices thanks to IIoT and M2M connections.
This setup produces and compiles valuable industrial
data. These concepts are brought to the industry via the
Industrial Internet Consortium and Industry 4.0, which
also concentrate on integrating various production
processes with cutting-edge internet-based analytical and
computational  capabilities. For example, Avent
SmartEdge is an IIoT gateway that connects smart
devices to the cloud. Using a completely customized
online interface from any place with access to the
internet, one may check the connected devices’ status and
manage them[18].

3 Literature review

Authentication IIoT

Environment.

Using Cryptography in
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e Symmetric-based approaches

Currently, cryptography is a fundamental fragment of
authentication, and many cryptography approaches
provide a good opportunity to enhance the security of
IIoT. Symmetric-based authentications commonly uses
hash functions and Exclusive OR (XOR) operations,
which are considered efficient for resource constrained
IIoT devices[19]. Several approaches utilize hash and
XOR operations for authentication. Authors in[20],
proposed a simple machine-to-machine authentication
protocol based on XOR and hash operations for IloT
environment. The proposed solution is comprised of two
main steps; a) registration step, where the smart sensor
register itself to the Authentication Server (AS) and
secure pre-shared keys created by the AS are sent to each
router, b) authentication step, where the sensor
authenticates itself to the router achieving mutual
authentication. Although their proposed protocol is
suitable for the constrained nature of IIoT environment,
many weaknesses have been identified in the
protocol[21]. Authors in [22], inspired by [20],
introduced a Lightweight Authentication and Key
Distribution (LAKD) protocol for resource-constrained
IIoT devices. The protocol is designed for M2M
communication based on four simple operations namely;
XOR, Hash function, and addition, and subtraction. There
are mainly two phases in the proposed protocol, which
are registration and authentication. The sensor and
gateway exchange secret values during the registration
phase in order to prove their identities during the
authentication phase. In the authentication phase, the
sensor and gateway recognize each other to build
confidence in each other’s identities and generate a
session key. Also, only four messages are needed to be
exchanged between entities to achieve successful mutual
authentication and key distribution mechanism. The
LAKD protocol provides better security as compared to
[16]. However, it is still computationally limited due to
the additional hash operation in the sensor node.

Similarly, in [23], authors proposed an efficient
authentication mechanism for establishing secure
communication between IIoT devices. The proposed
scheme uses lightweight operations (e.g. Hash and XOR)
to perform authentication between the smart sensor and
the router. The two phases comprised of registration and
authentication achieve mutual authentication by
establishing a secure communication between the two
entities. However, there are several limitations regarding
authentication of sensor and router in their proposed
scheme. Authors in [24], introduces SLAP, a secure and
lightweight  authentication  protocol for M2M
communication. They utilized symmetric cryptographic
operations, which are XOR and Hash operations, for
developing the proposed authentication scheme.

Also, the two phased authentication scheme produces
a shared secret key after just two cycles of interaction and
achieves mutual authentication without the need of any
human interference. Yet, the scheme suffers from

potential key escrow problem, which can be fixed by
regulating the centralized authority used for the
registration phase through government entities and
enforcing strict laws. In [25], a single-factor lightweight
authentication protocol (SF-LAP) for
machine-to-machine communication in IIoT systems is
introduces. The protocol offers a secure method for
conversation by using XOR an Hash operation, this
guarantees that the communication between sensor and
controller is secured. Also, it protects the connection
using a time stamp technique and a secure pre-shared key.

Finally, to verify the security of the proposed
protocol, Burrows Abadi Needham (BAN) and Gong,
Nedham and Yahalom (GNY) logics were used. The
formal verification is conducted using AVISPA tool to
ensure the suggested protocol is secure. Authors in [26],
proposed a PUF-based efficient authentication and
session establishment protocol (PEASE) for M2M
communication in IIoT. Only lightweight XOR and hash
operations are used for authentication. The proposed
solution does not demand any clock synchronization
between devices, and it overcomes the scenario where the
authentication step must utilize a fuzzy extractor of high
computational complexity resulting from PUF noise. This
is achieved by not reusing the similar challenge in the
authentication phase. It comprises of two message
exchanges, which ensures security and availability while
maintaining lightweight capability.

The protocol is comprised of four phases namely;
registration, initialization, authentication and device
log-out phases. In the registration phase, both the device
and supervisor exchange secrets, if no exception is
encountered, this step is performed only once in the entire
lifecycle of the device. Then, in the initialization phase,
the device and supervisor (e.g. gateway) will authenticate
one another and share a key for secure communication
during the session. Finally, in the device log-out phase,
the supervisor will receive a log-out request from the
device, records the event, and delete the matching data
entry from the device table. The CPN tools have been
used for security modeling and verification. In [27],
authors proposed an authentication protocol for IloT
devices in WSN networks. In their protocol, only XOR,
hash, and symmetric operations have been used for the
authentication process. In addition, they introduce PUFs
and bloom filters to store and search challenge/response
pairs. The proposed protocol functions are based on
several steps. First, the cloud server has wireless sensors
and gateways registered and stored.  Then,
pre-authentication is conducted between gateway and
cloud server and the connection is maintained by the
gateway. Lastly, the identity information (challenge) is
sent to the gateway by the sensor device. The gateway in
turn requests for the response value from the cloud server
in equivalent challenge/response sets. The gateway
authenticates itself to the sensor using the response value.
Figure 2 demonstrates the protocol communication flow.
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* Asymmetric-based approaches

Authors in [28], proposed privacy preserving scheme
to ensure authenticity in heterogeneous IIoT systems.
They developed a novel authentication scheme over a
multicryptosystem (ASMC), equivalent to two distinct
scenarios, respectively, neigh-boring nodes utilizing the
same cryptographic approach and the mixture of diverse
cryptosystem nodes. The ASMC scheme supports various
cryptographic systems such as RSA, ECC, DL and
lattice-based. Also, privacy was achieved by using ring
signature design to construct the proposed scheme.
Moreover, the proposed scheme considers cloud data
centers for authenticity and privacy of IIoT devices.
Authors assumed that public and private keys in addition
to different system parameters had been stored in the
devices prior to their deployment. After their successful
deployment, the devices will gather the data and transfer
it to the cloud data centers. Yet, their scheme is based on
different public key cryptographic approaches, which is
not efficient for IIoT environment. In addition, random
oracle model was used to ensure the unforgetability and
privacy features of the suggested model. Authors in [29],
proposed a cross-domain device authentication scheme
for 5G IIoT. The scheme is comprised of two coupled
components to achieve both authentication and privacy
during initial access. Firstly, device authentication is
achieved by implementing probabilistic preamble coding
to randomize, hash and encrypt preamble values and
distribute them across different layers. This approach will
easily expose the preamble information to eavesdroppers.
Therefore, to tackle this issue, they developed a privacy
preserving protocol by randomly encrypting preamble
sequence after coding and prior to transmission at every
IIoT device. The one- dimensional quantum walk is
utilized by the protocol to enhance the privacy level in the
authentication system. However, no security analysis has
been made to measure the protocol’s security against
well-known attacks.

Authentication using blockchain in IIoT environment.

Many works have utilized blockchain technology for
authentication in the IIoT environment. The proposed
privacy preserving authentication protocol in [30], utilizes
blockchain technology in combination with multifactor
authentication for cross-domain IIoT systems. They used
physically unclonable functions (PUFs) to develop a
multifactor key derivation mechanism, which avoids the
likelihood loss of factor attack as well as ensuring several
components at the server side are secured. Also, in order
to gather derived keys for IIoT nodes, leveraged on-chain
dynamic accumulator. This allows the blockchain to only
store the accumulator of each domain, eliminating the
need of directly registering a huge amount of device keys,
thus resulting in a major reduction in storage overhead.
Also, incorporating the on-chain accumulator with
cross-domain device authentication will satisfy privacy

preservation requirements. The formal security analysis
has been carried out using BAN logic and a
proof-of-concept prototype has been conducted to
evaluate the performance. In [31], the authors introduced
Authenblue, a block-chain-based authentication protocol
for sensors, nodes and coordinators in IIoT domain. The
proposed protocol intends to improve the authentication
procedure in BCTrust protocol by improving the method
of collecting unique identifiers (UI). In the inception step,
the values of the UI switched from being fixed values,
MAC addresses, to be generated values. Such
enhancement is essential for the key management
process. Also, the proposed protocol is intended to be
implemented in Zigbee-based WSN environment. The
authors simulated several components of the protocol by
using NS3 tool to demonstrate its performance. The
proposed solution in[32], utilize Blockchain technology
to authenticate devices in cross-domain IIoT. The efficient
blockchain-assisted ~ secure  device  authentication
mechanism (BASA) constructs trust between untrusted
entities rather than placing trust in a third-party. It adopts
the consortium blockchain as a trusted platform to share
domain specific information. Also, identity-based
signature (IBS) is utilized throughout the authentication
process. In case of privacy compromising, the public key
of an entity can be revoked easily because of the
flexibility of the identity management method. Also,
according to the design, entities can be authenticated
anonymously by those in a different domain. The security
and efficiency of BASA has been evaluated to during the
performance analysis. Also, authors in[33], introduced a
distributed ledger-based authentication architecture. The
proposed architecture combines Secure Multi-Party
Computation (SMPC) and Distributed Ledger Technology
to identify malicious attacks and sensors in the IIoT
environment. The decentralized architecture of the
pro-posed architecture ensures authenticity and integrity
of the IIoT nodes utilizing private blockchain and master
nodes administering the rules set by the administrator.
The overall objective is to provide a plug-and-play layer
of security above the existing IToT.

Authenticating using other technologies in IloT
environment.

Authors in  [34], introduced a lightweight
fingerprint-based device authentication scheme for the
industrial domain. Ultra-wide band (UWB) signals are
utilized while performing the authentication process. The
authentication scheme is comprised of sensor to monitor
industrial processes, anchors to capture the wireless
signal’s fingerprint, as well as a lightweight architecture
for authenticating devices. As shown in figure 1, the
actual physical location of the industrial node is
represented as the fingerprint, this fingerprint can be
approximately estimated using time difference of arrival
(TDOA) technique. Based on the fingerprint, a trusted
zone is built and utilized by the authentication scheme for
authenticating all wireless packets. At last, a simulation
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of the experiments has been done to show the competence
of the proposed scheme. However, no formal/informal
security analysis has been made to evaluate the security of
the proposed scheme against state-of-the-art attacks. The
proposed scheme in [35], adopted Merkle hash tree
approach to conduct multiple entries after a single
authentication and group signature technology to ensure
anonymous authentication between IIoT devices and
servers. Also, the one-authentication-multiple-access
paradigm has been utilized to allow each valid device to
access the server several times after one authentication.
their scheme is comprised of IIoT devices, servers and a
gateway. IIoT devices are equipped with PUFs to create
their own private keys. In addition, servers provide
services to authorized devices. Similarly, the
responsibility of the gateway is to issue certificates for the
IIoT devices. Whenever an IloT device asks to enter a
group administered by a particular gateway, the gateway
needs to create a group certificate for that device as well
as add the device’s identity to the identity list. Although
they obtained results that have demonstrated the
efficiency in communication and authentication time. Yet,
the scalability and security of the proposed scheme
remain a concern.

sectionComparison and analysis

Although solutions related to device authentication in
IIoT are still in its initial stage, the discussed works
demonstrated the ability of different approaches to
overcome the challenges present in the IIoT environment.
Mainly, all reviewed papers considered M2M
communications in IIoT systems. Table 1 shows a
comparison between works that address machine to
machine authentication in IIoT. The comparison is done
based on the following metrics: Approach, O&G, attack,
security feature, lightweight, delay, overhead, scalability
and cost.

In IIoT environment, several approaches can be
utilized to perform authentication between smart devices.
It is noticeable that most works [10,12,14-16,22, 24]
adopted symmetric cryptographic approaches for
authentication in IIoT. Works in [20,22-25] used simple
XOR and Hash operations only, while works in [26,27]
utilized additional hardware namely; physical unclonable
functions (PUFs). PUFs are considered a type of
lightweight and cost-effective hardware with embedded
security primitives[36]. They exploit the unique
characteristics of the device which is known as hardware
fingerprinting technology. Also, they are well known with
their uniqueness and unpredictability features. Also, it has
recently been adopted by many IIoT schemes for secure
key storage and agreement[37,38]. In addition,
asymmetric cryptographic approaches, also referred to as
public key techniques, recently gained attention [28,29].

Also, works in [17,18,19,20] utilized Blockchain
technology for authentication in IIoT. Blockchain is a
distributed database which is commonly shared among all
nodes in the network. The utilization of blockchain
technology in the domain of cryptocurrencies (e.g.

Bitcoin) has become prominent for its role in maintaining
a private and decentralized ledger of transactions. As a
result of utilizing blockchain, different entities can be
verified without the dependency on a third party for
authentication. When information is added to a public
ledger, it cannot be changed[39]. Hence, combining
Blockchain technology and IIoT has multiple advantages
such as decentralization, identity anonymity and removal
of third-part verification.

In addition, characteristics of Ultra Wide Band
(UWB) signals [34] are used for authentication in IIoT.
Although they proposed a well-designed scheme,
Non-line-of-Sight (NLOS) transmission still remains an
obstacle for communication between tags and anchors.
Other technologies like Markle hash tree and group
signature [35] have been used as well. Moving further
with network overhead, authors of all reviewed papers
have done performance analysis of their schemes. They
performed comparisons of their proposed schemes with
similar solutions in terms of computation and
communication complexity as well as energy
consumption. The authors concluded that the proposed
schemes resulted in better performance as compared to
other solutions. the most commonly used performance
features based on the literature are communication,
computation and memory. It is noticed that reference [27]
standout the rest with 0.0224ms in terms of low
computational cost. However, the scheme achieved high
communication cost with a result of 2688 bits due to the
utilization of continuous authentication[40]. Furthermore,
the lowest communication cost and memory consumption
is achieved in reference [20] with 1024 bits and 768 bits
respectively. It is noticed that references [25,28,29,31,35]
did not perform any comprehensive evaluation based on
the metrics listed in table 1. It is important to note that all
proposed works [20,22-25,27-35] excluding [26] show
that there is a lack of scalability in their solutions, this
limitation reduces the availability of the proposed
schemes.

Regarding security validation tools, there is a wide
range of tools and techniques for validating the security
aspects of authentication protocols. Works in
[10,12,24,17,14,15] used The Automated Validation of
Security Applications and Protocols (AVISPA) which is
commonly used for such intention. It depends on a
modular, expressive and formal language to analyze
protocol security features automatically. In addition,
Burrows—Abadi— Needham (BAN), which is a comprised
of a collection of rules to test protocols against predefined
security features[41], has been utilized by works in
[10,14,15,23]. Also, authors in [22] used Colored Petri
Net (CPN) tool to analyze the security performance of
their scheme. It is used to simulate and analyze colored
Petri Nets[42]. In addition, To simulate the hash function
and display all feasible hash values, Random Oracle
Model (ROM) has been used by [23]. The ROM be
queried for the hash value by all entities, whether they are
valid or not. It provides strong security validation for
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Table 1: Evaluation comparison of IIoT device authentication schemes.
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[26] 2022 Symmetric No | Yes 1536 | 0.39 - High | Low Informal, Does not
Cryptographic bits ms CPN tools consider Peer-
Operations, to-peer (P2P)
PUF communication
[25] 2022 Symmetric No Yes - - - Low Low Informal, Limited
Cryptographic AVISPA, scalability
Operations BAN and
GYN logic
[29] 2022 Quantum No | No - - - Low High | Informal High
Cryptography complexity
of operations
[35] 2022 Group No No 1408 0.0068 | - Low Low Informal, Limited
signature, bits ms ROM, BAN | scalability
Merkle hash logic
tree
[27] 2022 Symmetric No | No High | 0.0224] - Low High | Informal, High network
Cryptographic 2688 | ms AVISPA overhead
Operations, bits
PUF, Bloom
filters
[24] 2022 Symmetric No | Yes Low 0.277 | - Low Low Informal, Key escrow
Cryptographic 1184 ms AVISPA problem
Operations bits
[30] 2022 | Blockchain No | No - 2577.28 - Low High | AVISPA High network
ms overhead
[28] 2022 Asymmetric No No - - - Low Low Informal High network
Multi- overhead
Cryptosystem
[31] 2020 | Blockchain No | Yes - - - Low High | - No security
analysis against
attacks
[23] 2020 Symmetric No Yes 1024 0.0657 | 896 Low Low AVISPA, Authentication
Cryptographic bits ms bits BAN logic is limited
Operations between sensor
and router
[32] 2020 | Blockchain No | No 1536 | 362.629 - Low High | Informal High network
bytes | ms overhead, high
latency
[33] 2020 | Blockchain No | No - 6464 | - Low High | Informal High network
ms overhead
[22] 2020 Symmetric No Yes 1536 0.296 | - Low Low Informal, Vulnerable to to
Cryptographic bits ms AVISPA, desynchronizatior
Operations BAN logic attack
[34] 2019 UWB No Yes - - - Low Low - No security
analysis of
proposed
scheme
[20] 2017 Symmetric No | Yes 1024 | 0.0548ms768 Low Low Informal Low security
Cryptographic bits bits
Operations
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cryptographic-based schemes. It is observed that, Refs.
[18, 21] did not conducted any security analysis for their
proposed schemes.

Moving towards IIoT authentication attacks, Table 2
demonstrates the various attacks against which the
discussed protocols for IIoT are resistant. Only the
protocols that the authors’ formal and informal security
analyses were performed on are listed in the table, along
with highlighting the attacks that their suggested
solutions are resistant to. A list of attacks is included in
the table, along with an annotation indicating if the tested
protocol is resistant to each attack. We only include the
commonly discussed attacks. The attacks that appeared
once (e.g. physical attacks) are included under the others
column. The (v') mark shows that the authors have
illustrated the immunity of their proposed scheme to an
attack. The (-) mark shows that the protocol has not been
validated to be exposed to attack.

We observed that reply attacks, man-in-the-middle
(MITM) attacks and impersonation attacks were the most
frequently tested attacks in IIoT environment. This
indicates that they are considered to be amongst the
dangerous attacks targeting IIoT environments. Besides,
an imposter can merge different approaches when
conducting an attack. An imposter can intercept and sniff
traffic then re-transmit it to assure the recipient to take
specific actions. The attack outcome depends mainly on
the imposter’s skills, knowledge, and weakness of the
targeted environment. Confidential information loss is
among the most catastrophic results of an impostor. The
use of timestamps for messages and one-time session
keys when during communication are countermeasures
against this sort of impostor behavior.

Table 3 summarizes the security features of the
discussed protocols. Additionally, we only listed the
protocols in this table for which the authors conducted
formal and informal security analysis, emphasizing the
security features that their schemes offer. Also, the (V')
indicates that the proposed protocol fulfills the security
features. The (-) indicates that the proposed protocol did
not provide any information about the assurance of
ownership. The analysis demonstrated that anonymity,
mutual authentication and session key agreement are the
most desirable security features.

General table / for all criteria (cost, strengths,
weaknesses, scalability, overhead approach, year of
publication).

4 Gap analysis

The number of IIoT devices and their integrated
applications are increasing rapidly. These nodes are
inter-connected with full autonomy and with no human
intervention. In the IloT domain, authentication is an
essential requirement which substantially defines the
success or failure of securing these inter-connected
systems. Based on the conducted survey study, there are

several appealing authentication solutions for M2M
setups in IIoT that have been introduced. However, there
are some of these works that still have limitations in terms
of security and design.

There are several related works that have security
issues, design flaws and considerably high overhead.
Authors in [21] identified that the work proposed by [20]
lacks resistance to impersonation, tampering and reply
attacks. Also, the protocol in [22] is said to outperform
[20] in terms of security strength and design architecture.
But, it does not explicitly explain how synchronization is
maintained between sensor and gateway, hence it is not
able to avoid desynchronization attacks. Furthermore,
works in [30-33] utilized blockchain to defeat the
problem  of  over-centralization. = However, this
significantly increases the computational overhead of the
proposed protocols. Similarly, [28,29] used quantum
cryptographic solutions to strengthen the security of their
proposed schemes. Nevertheless, this affects the
performance pertaining to high levels of computational
and communication costs, which makes such approaches
not fit for the resource-constrained nature of IloT
environment.

In addition, as per the definition of protocol scalability
described in [43], the proposed protocols in [20,22-25]
lack scalability. That means the M2M communication
between sensors and gateways possess a many-to-one
relationship; due to the utilization of pseudonyms, the
gateway does not attain a direct identity index, and cannot
verify which device the message originated from, therefor
it fails to discover the related calculation parameters; the
succeeding calculations must traverse the whole client
table and thoroughly perform the authentication process
one by one. This limitation makes the performance
analysis insignificant because of the unidentified cost of
exhaustive search.

To address the above limitations, we will propose a
solution based on biometrics to address the existing gaps
in recent schemes in order to become more lightweight,
reduce the computational efforts and ensure scalability to
be more suitable for the domain of IIoT.

5 Finding

To sum up the reviewed schemes, authentication is a vital
process for communication in IIoT environments. The
process is comprised of confirming the identity of
communication entities. During the authentication
process, one or more features may be utilized. Adding
additional features will only increase the safety of the
entire process. Besides, the use of passwords alone for
authentication may result in weak security. An imposter
can crack or intercept passwords. Thus, a better approach
is to utilize biometrics to avoid impersonation or spoofing
attacks.

Authentication is exposed to frauds and deceptive
users. Imposters can carry out attacks to steal confidential
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Table 2: Comparison of authentication attacks in IloT
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user or device information, disrupt the operation of
different system elements, or cause an entire malfunction
to the system. As mentioned earlier, the utmost serious
attacks are reply attacks, impersonation attacks and
MITM attacks as they may lead to loss of user or device
data as well as compromising important security features.
Similarly, desynchronization attack can be as dangerous
as the previously mentioned attacks, this is because in
IIoT environments, proper synchronization of data is
essential for the whole system’s function.

The use of session keys is a crucial part for securing
communication, which are mainly used to encrypt it. To
safeguard the communication against MITM or reply
attacks, it is worth utilizing one time session keys, and
utilizing timestamps for messages. As a result, the system
can unmistakably determine whether the processed
message was generated by a genuine network node or
whether it was intercepted and retransmitted by an
imposter.

Along with the security features, we should also consider
scalability issues of protocols in IIoT environment.
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Devices used in IIoT are usually limited in terms of
computing power. Thus, the calculations executed on IIoT
devices while the device is running mustn’t consume its
energy. Therefore, it is worthwhile to use lightweight
cryptographic algorithms when developing authentication
protocols. Besides, this will guarantee an appropriate
level of security without draining system resources. In
contrast, data storage should be managed by centralized
units, which have larger amounts hardware and
computational resources than individual devices.

6 Conclusion

With the rising requirement of automation in various
fields, IIoT have become an exceptional technology. This
technology has fueled the transformation of the industrial
sector to Smart Industry 4.0. As part of this
transformation, various security concerns evolved. One
major concern is related to authentication between IIoT
devices. Therefore, this paper introduces a thorough
analysis of authentication schemes for M2M
communication in IIoT, as a result, a list of research
directions and open challenges are outlined. In addition,
security requirements and characteristics of IIoT have
been discussed as well. After investigating the recent
solutions in security schemes for IIoT, we highlight
further research directions in this area.

Firstly, when designing protocols for IIoT, security is
an important aspect to consider. An appropriate level of
security should be provided during M2M communication
as the techniques of bypassing security are becoming
more sophisticated. Hence, research objectives in security
protocols for the domain of IIoT should concentrate on
technologies and solutions that offer better security. Also,
security includes crucial components which are identity
authentication and verification. These procedures should
be carried out while considering at least two factors. Only
utilizing passwords for authentication does not offer a
high enough level of security. A good solution that is
worth adopting is utilizing biometric techniques
throughout these two procedures.

The second aspect to security in IIoT environment is
performance. IIoT devices carry critical data and require
high reliability of systems. The network overhead during
communication between IIoT devices should be as low as
possible. This will enable the devices to collaborate
effectively and efficiently with no delays. Also,
performing calculations in clouds or fog can contribute to
achieve efficient bandwidth utilization and minimal
transmission delays.

Lastly, scalability is a crucial aspect to give thought
to. As IIoT is a key enabler for industry 4.0, it has become
huge and highly distributed. Solutions for authentication
must align with these advancements by enabling scalable
approaches. Adding IIoT entities as needed without
compromising the system’s performance is referred to as
a scalable approach.

After reviewing the present state-of-knowledge in the
domain of protocols for IIoT environment, we draw
ourselves future research objectives. In our next work, we
will concentrate on designing and creating a secure device
communication scheme to be employed in IIoT. We will
include biometric features to distribute the session key
and successfully achieve device authentication. Also, we
will take security features into account while designing
the scheme to maintain safety. We will also incorporate
time stamps and one-time verification credentials to
safeguard the environment from potential attacks.
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